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YTBEPXIAEHO

npukaszoM 1o I'BIIOY MO «OpexoBo-
3yeBCKUH K eIe3HO0I0POKHBIN
TexHUKyM uM. B.M. boHapeHko»

ot 06.09.2022r. Ne 463

IHOJOXEHHUE
OB TH®OPMAIIMOHHOM BE3OIMACHOCTH
B I'BIIOY MO «OPEXOBO-3YEBCKHM KEJE3HOJOPOXHBIM TEXHUKYM UMEHHU
B.1. BOHIJAPEHKO»

1. O01mue moJ10xeHud.

1.1. Hacrosimee Ilonoxkenue paspaboraHo B pa3paloTaHO B COOTBETCTBMU ¢ DeneparabHbIM
3akoHOM 0T 27.07.2006 Nel149-®d3 «O06 wHdopmaiuu, HHGOPMAITMOHHBIX TEXHOJOTHUIX U O 3aIUTe
uHpopmaruny, denepanpbHbiM 3akoHOM OT 27.07.2006 Nel52-d3 «O mepcoHaNbHBIX JaHHBIXY,
[TocranoBnenunem I1paBurensctBa PO o1 01.11.2012 Ne 1119 «O06 yTBepk1eHUN TPEOOBAHMI K 3aIIUTE
[EePCOHAJIBHBIX JAHHBIX MPU UX 00pabOoTKe B MH(MOPMALIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JTaHHBIXY,
[Tpukazom ®CTIK Poccum ot 18.02.2013 Ne 21 «O6 yrtBepkaenun CocraBa M COAEpXKaHUS
OpraHM3allMOHHBIX U TEXHUUYECKUX MEp MO oOecrnedeHnio 0e30MacCHOCTH MEPCOHANBHBIX JAHHBIX IPU
ux 00paboTke B HH(OPMALMOHHBIX CHCTEMaxX IEPCOHAJBHBIX JAaHHBIX», APYTMMH HOPMATHBHO-
MPaBOBBIMH aKTaMU M WHBIMU JJOKYMEHTaMu B cdepe MH(GOPMAIMOHHON OE30MacCHOCTH W 3aIUTHI
uHpopmauu.

1.2.  Ilonoxenue pernamentupyer nomutuky [I'BIIOY MO  «OpexoBo-3yeBckuid
JKENe3HOAOPOXKHBIH TexHUkyM uMeHu B.M. bonpapenko» (nanee — OpraHusanusi) mo 3aliuTe
uHpopMaluy, 0e30MacHOCTH MH(OPMAIIMOHHBIX W KOMMYHHKAIIMOHHBIX PECYPCOB M TEXHOJIOTHH,
MopsiIke OOpalieHus ¢ AOKYMEHTaMH, COIEpKalMMH CIyXeOHyro HH(OpMaIni0 OrpaHHMYEHHOTO
pacrpoCTpaHEHHsI U yCTaHABIIUBAET:

- 00BEeKTHl 3alMTHl MHQOpPMalUU U CyOBEKTHl AocTymna K MHoOpMaruy HHGOPMAIMOHHBIX
CHCTEM U PECYPCOB;

- OCHOBHBIE yTp0o3bl HH(OpPMaLMOHHOI Oe3onmacHocT B Opranusanuy,

- OCHOBHBIE IIPUHIIUIIBI IOCTPOEHUS CUCTEMBI 3alMThl MHGopMannu OpraHuzanuu;

- MEpbl, METO/IBI U CpeicTBa oOecrnedeHnss MHPOPMAIMOHHOW 0€30IacHOCTH.

1.3. Hacrosmee Ilonoxenue pa3paboTaHO C I€bI0 YCTAaHOBJIEHHS HAJJIEKAILEro IOpsAIKa
palboThI U co3/laHue O€30MacHbIX YCIOBHM M1 00y4aroUMXcs U COTPYIHUKOB OpraHu3anuu, a TaKxKe
UCKIIIOYEHHS BO3MOXKHOCTU HapylleHUs TpeOoBaHMIl 10 oOecrnedeHuto HH(GOPMALKMOHHOM
0€30I1aCHOCTH U 3alUThI 1EPCOHAIbHBIX JAHHBIX YYACTHUKOB 00pa30BaTEIbHBIX OTHOLICHUM.

14. [annoe Ilonmoxkenue paszmemaercs Ha odunuaibHOM caiite OpraHuzanuud B
UH(POPMAIMOHHO-TEIEKOMMYHHUKAIIMOHHOH ceTi MHTepHeT.

1. O0BbeKTHI, MoAJIeKAIHE 3aIUTe
2.1. B Opranmszanuu obpabaTsiBaeTcsi MHGOPMAIHS, COACP)KAIas CBEICHHUS OIPaHUYEHHOTO
pacmpocTpaneHus (ciy>xeOHast nH(pOpMaIHs, TEPCOHAIBHBIE IAHHBIC), U OTKPBITHIC CBEJACHUS. 3alIUTe
noJUIeXKaT Bce MH(OpMAIMOHHBIE cHcTeMbl OpraHu3aiiy, He3aBHCUMO OT MX MECTOHAXOXKJICHUS,
yucgImuecs Ha OyxraiaTepckoM ydere Opranu3aiuu.

2.2. OCHOBHBIC O0BEKTHI, TOJICXKAIINE 3AIUTE:

- H(QOPMAaLIMOHHBIE CHCTEMBI NepCOHaNIbHBIX NaHHbIX (Hanee — WCII/IH), a Takke OTKpbITas
(oOmenocrynnas) uadopmanus, Heodxonumas st padboTsl OpraHu3aly, HE3aBUCUMO OT (OPMBI U
BUJIA €€ MIPEJCTaBICHHUS;



- mpoueccel 00paboTkM HHpoOpManuu B HHMOPMALMOHHBIX cucremMax OpraHusanuu,
MH(GOPMAILMOHHBIE TEXHOJIOTHH, PerjJaMeHThl U NMpoLeaypbl coopa, 00pabOTKU, XpaHEHUs U Nepeaadn
uH(popMaIuy;

- uHdopManuoHHas UHQPACTPYKTypa, BKIIOYaONas CUCTEeMbl OO0palOTKM U aHaiIu3a
uH(popMaIUH, TEXHUYECKUE U TIPOrpaMMHbIE CPEACTBa €€ 00paboTKH, epeaadyu 1 0ToOpakeHus, B TOM
Yyyclie KaHajibl MH(OPMAIMOHHOIO OOMEHa W TEIEKOMMYHHUKAIlMU, CUCTEMbl U CPEICTBA 3alUThI
uH(popMaIuu.

2.3. OcobeHHOCTH 00BEKTOB, MOMAIEKAIINX 3aIIUTE:

- 00beIMHEHNE B €JUHYIO0 CUCTEMY OOJIBIIOro KOJMYECTBA TEXHUUECKUX CPe/ICTB 00pabOTKH U
nepeaadn nHGOpMaIuy;

- He00X0MMOCTh 00ecredeHns HenpepbIBHOCTH pyHKIIMOHUpOoBaHus OpraHu3anuu;

- BBICOKAsi MHTEHCUBHOCTH MH(POPMallMOHHBIX TOTOKOB;

- pa3HOO0Opa3ue KaTeropuii monp3oBarenei.

I11. Ilesqiu 1 3agaum cucTeMsbl obecneyeHUss UHPOPMALMOHHOMH 0€30M1aCHOCTH

3.1. CyObexramu noctyna K mHGopManuu npu odecrieueHur MH(OpMaImoHHoM 0e301acHOCTH
Opranuzanuu sBJISIOTCS:

- paGotHuku OpraHu3amnuy, y4acTBYIONIME B HH(POPMAIIMOHHOM OOMEHE B COOTBETCTBUH
C BO3JIO)KCHHBIMH Ha HUX JOJDKHOCTHBIMU OOSI3aHHOCTSIMU;

- (usnueckue nHIA, CBEIECHUS O KOTOPHIX HAKAIIMBAIOTCA, XpaHATCS U 00pabdaThIBAIOTCS
B HH(MOpPMAIIMOHHBIX cucTeMax OpraHuzanuu (B COOTBETCTBUU cO cT.14 DenepanbHOro 3akoHa OT
27.07.2006 Ne 152-®3 «O mepcoHaIbHBIX TaHHBIX));

- COTPYAHMKH BHEIIHUX OpraHU3allil, 3aHUMAIOLIUXCS pa3pabOTKOM, TOCTaBKOM, PEMOHTOM U
oOcmykuBaHUEM 000PYI0BaHUS UM MH(POPMAIIMOHHBIX CUCTEM.

3.2. IlepeuncneHHBIM CYOBEKTaM JOCTyIA K HHPOpPMAIIUKA HEOOXOAUMO 00ECIICUNTh:

- CBOEBPEMEHHOCTh JJOCTYMa K HEOOXO0AUMOM UM WH(OpMAIIHHU (€€ IO CTYyITHOCTH);

- I0CTOBEPHOCTH (ITOJIHOTY, TOYHOCTh, aKTYaJIbHOCTB, IIEIOCTHOCTH) HH(OpMAaLINH;

- KOH(PUIEHITUATBHOCTh (COXpaHEHHUE B TaliHE) ONpeAeNeHHON YacTH HHPOPMAIUH, 3aIIUTy OT
HaBS3bIBAHUS JIOKHOHU (HEIOCTOBEPHOM, NCKa)KEHHON ) MH(OpMaInu;

- BO3MOKHOCTh OCYIIECTBIICHHS] KOHTPOJIS U YIPaBIIEHUs MpolieccaMu 00paboTKu U mepeaadu
uHpopmaruu;

- 321U Ty MH(GOPMAIIMU OT HE3aKOHHOTO PaCIPOCTPaHEHUSI.

3.3. Llensto obecneuenus uHpopmaloHHoW Oe3onacHocTd B OpraHusanuu, Ha JTOCTHKEHUE
KOTOpO# HarpaBiieHo HacTosee [onoxxenue, aBisercs 3auTa OT BO3MOXKHOTO HaHECEHHsI CyObeKTaM
J0CTyMa K HH()OpPMALIMKU MaTepUaibHOT 0, (PU3UUECKOr0, MOPAJIBLHOI0 UM MHOT'O yliepoa MoCpeacTBOM
CJIy4aifHOT 0 UJIM IPEAHAMEPEHHOr0 BO3A€HCTBUSI HAa MH(OPMALUIO, €€ HOCUTEIH, IPOLIeCChl 00paboTKU
U repefayu. YKa3aHHasl 1eNb JOCTUTAaeTCs MOCPEACTBOM 00€CHeUEHUs U TOCTOSHHOTO MOAIEpKaHUs
CJIEAYIOIUX CBOMCTB MH(POpMAILIUH:

- JIOCTYMHOCTH HWH(OpMaMK i1 aBTOPU30BAHHBIX CYOBEKTOB JOCTyMa (yCTOWYHMBOTO
(YHKIMOHUPOBAHUS CHUCTEMBI, IPU KOTOPOM aBTOPU3OBaHHBbIE CYOBEKTHl JIOCTyHa HMEIOT
BO3MOYKHOCTb MOJIy4CHUS HEOOXO0AUMON HH(MOpPMAITHN);

- LEJOCTHOCTH M ayTEHTUYHOCTU (TMOATBEP)KICHHE aBTOPCTBA) MH(POPMAILUU, XPAaHUMOH H
oOpabaTeiBaeMol B cucreMax OpraHu3aluy U epeiaBaeMoil o KaHajaaM CBSI3H;

- KOH(UJCHIIMATIbHOCTH — COXpaHEHUS B TaiHe ONpeaeeHHOM YacTh NH(OPMaLUY, XpaHUMOM,
o0pabaTeIBaeMOU | MepeiaBaeMoil o KaHadaM CBS3H.

HeoOxoaumplii ypoBEeHb JOCTYIMHOCTH, IENOCTHOCTH M KOH(HIECHIIMAIBHOCTH HH(OpPMAIUU
o0ecreunBaeTcss METOJJaMU M CPEICTBAMH, COOTBETCTBYIOIIMMHU MHOKECTBY 3HAUUMBIX yIpO3.

3.4. OcHOBHBIE 3a/1a4M CHCTEMBI 0O0ecredeHns: NH(OpMaMOHHOIN 0e30IMacHOCTH.



Jng nocTrKeHHUsl OCHOBHOW L€ 3aIlUThl U 00€cleueHHsl YKa3aHHBIX CBOMCTB MH(OpMaLuu
cuctema nHpopmamonHas 0€30MacHOCTb TOJDKHA 00ECIeUnBaTh PEIICHUE CIASNYIOMMX 3aa4:

- CBOEBPEMEHHOE BBIABJIEHHE, OLEHKY W IPOTHO3MPOBAHHWE HCTOYHHKOB  yrpo3
MH(pOPMAIIMOHHOM O€30MacHOCTH, MNPUYUH U YCJIOBHM, CIOCOOCTBYIOUIMX HAHECEHHUIO Yylepda
cyObekTaM MH(OpMAIIMOHHBIX OTHOIIEHHUH, HApyILIEHUIO HOPMAIbHOT'0 (DYHKIIMOHUPOBAHUS CUCTEM;

- CO3/1aHM€ MEXaHHU3Ma ONEPATUBHOIO PearupoBaHuUs Ha yIpo3bl 0€30MacHOCTH HH(pOpMAIUY;

- CO3JIaHUE YCJIOBUH JIUIsl MUHUMU3ALMY U JIOKAIN3allM HAHOCUMOT 0 yIliepOa HelpaBOMEPHBIMU
IeUCTBUSIMM (U3NYECKUX U IOPUAMYECKUX JIMI, OCJla0JIeHne HEraTUBHOIO BIMSHUSA M JIMKBUJALUS
MOCJIEJCTBUN HapylIeHUs: 6e30MacHOCTH MH(OPMAIINH;

- 3alUTy OT BMeELIATeNbCTBA B Mpouecc (yHKIMOHMpOBaHUS cucTeM OpraHuzanuu
MOCTOPOHHMX  JHII  (JOCcTyn K HMHQOPMALMOHHBIM  pecypcaM  JODKHBI  MMETh  TOJbBKO
3aperuCTPUPOBAHHBIE B YCTAHOBJIEHHOM IOPSIIKE MTOJIb30BATEIH);

- pasrpaHUyYeHue JOCTYIa M0Ib30BaTeNel K HH(POPMaIIMOHHBIM, alllapaTHBIM, TPOrPAMMHBIM U
MHBIM pecypcaM — o0ecriedeHne J0CTyIa TOJIbKO K TeM PecypcaM U BBIMOJIHEHUS TOJIBKO T€X Onepanuit
C HHMMH, KOTOpble HEOOXOANMMBI KOHKPETHBIM I10Jb30BATENSAM [UIS BBIMOJIHEHUS CBOUX CIYXKEOHBIX
00s13aHHOCTEN;

- o0ecnieueHne ayTeHTH(PUMKALUK NOJIb30BaTeNeH, Y4acTBYIOIUX B UH(POPMALIMOHHOM OOMEHe
(moATBEpKI€HU € TOJJIMHHOCTH OTIPABUTENS U MTOJTydaTesst HH(pOpMaIin);

- 3alUTY OT HECAaHKIIMOHUPOBAHHONW MOAN(DHUKAILIMH HCII0JIb3YEMbIX B CHCTEMaX MPOrpPaMMHBIX
CPEACTB, a TaKXKe 3alIUTy CHUCTEM OT BHEIPEHHS HECAaHKIMOHHWPOBAHHBIX IPOrpaMM, BKIIIOYas
KOMITBIOTE€PHBIE BUPYCHI;

- 3aUTy WHGOPMALMU OT YTEUKH [0 TEXHUYECKUM KaHajlaM Ipu ee o0paboTKe, XpaHEHUU U
nepesaye Mo KaHajaaM CBSI3U.

3.5. OCHOBHEbIE ITYTH PEIICHUS 3a]]a4 CUCTeMbl HH(OpMaMoHHOK 6e3omacHocTr OpraHu3auu.

OcHoBHBIE 1€ OOecrieueHruss WHPOPMAITMOHHONW O€30MacCHOCTH U PEIICHUE MEePEUNCICHHBIX
BBIIIIE 33124 JOCTHUTAKOTCS:

- y4€TOM BCEX MOJJICKAIIHMX 3aUTe HHPOpMaMOHHBIX cucteM OpraHu3anuu;

- yu€ToM JEWCTBUH TMepcoHala, OCYIIECTBIIIOMIETO OOCITYXXHUBAaHHE W MOIU(PUKAIINIO
MPOrPaMMHBIX U TEXHUUECKHX CPEICTB KOPIOPATUBHON MH(OPMAIIMOHHON CUCTEMBI;

- MOJHOTOM, PeaTbHON BBIMTOJHUMOCTHIO U HEMPOTHBOPEYMBOCTHIO TPEOOBAHUH JIOKAIBHBIX
HOPMAaTHUBHBIX aKTOB OpraHu3aiuu 1mo Bonpocam odecrnedeHust HH(OOpPMaIOHHONW 0€30MacHOCTH,

- TIOATOTOBKOH JOJDKHOCTHBIX JHI] (paOOTHHMKOB), OTBETCTBEHHBIX 3a OpPraHU3aIUi0 |
OCYIIECTBIIEHUE MPAKTUYECKUX MEPOIPUATUIN 110 0O0ecriedeHrI0 NH(HOPMAITMOHHON O€301aCHOCTH,

- HaJIeJIEHUEM Kaxa0ro paboTHUKaA (1moJik3oBatens) Oprann3anuu MUHUMAIbHO HE00XOIUMBIMU
JUISL BBITIOJIHEHUS UM CBOMX (DYHKIMOHAJbHBIX OOS3aHHOCTEH MOJHOMOYHSIMU IO JOCTYIMy K
MH(pOpPMaMOHHBIM pecypcam OpraHuzanuu;

- YeTKMM 3HAaHUEM U CTPOTMM COOJIIOICHUEM BCEMH T10JIb30BATEIISIMU HH()OPMAIMOHHBIX CHCTEM
Opranunzanuu TpeOOBaHU JTOKAJIbHBIX HOPMATUBHBIX akTOB OpraHu3aiuu 1mo BOnpocaM 00ecredeHus
nHpOpMaIMOHHON 0€30MaCHOCTH,

- MIEPCOHAIPHOW OTBETCTBEHHOCTHIO 3a CBOU JICHCTBUS Ka)KI0ro pabOTHUKA, B paMKaX CBOMX
(GYHKIIMOHATIBHBIX 003aHHOCTEH MMEIOIEro J0CTyN K HH(PpOpMaMOHHBIM pecypcam OpraHnu3aiuy,

- HEMpEepHIBHBIM TMOJICpKAaHUEM HEOOXOIUMOIro YpOBHS 3aIIMIICHHOCTH JJIEMEHTOB
uHpopmaImoHHbIX cucTeM OpraHu3anuy,

- IPUMEHEHHUEM IPOTPaMMHO-AIAPATHBIX CPEACTB 3alIMTHI MHPOPMAIMM W HENPEPHIBHOK
aIMUHUCTPATUBHON MOAAEPKKON UX HCIIOIb30BAHUS;

- 9QPeKTUBHBIM KOHTPOJIEM HaJ COOIIOACHUEM IOJb30BATEIIMU HHPOPMAIIMOHHBIX PECYPCOB
Opranuzanuu TpedoBaHUl 10 o0ecreueHnI0 NHPOPMAIIOHHON 0€301acHOCTH.



IV. OcHoBHbIE Yyrpo3sl nHGOPpMAIIHOHHON Ge30nacHocTH Opranu3anun
4.1. CymecTByeT aBa BU1a yrpo3 UHPOPMAIIMOHHON 0€30MacHOCTH
- UICKYCCTBEHHBIE — YT'PO3bl, BbI3BAaHHBIE JI€ATEIILHOCTHIO YEIOBEKA;

- €CTECTBEHHBIE — YIpO3bl, BbI3BaHHbIE BO3/IECHCTBUAMU Ha MH(POPMALMOHHYIO CHUCTEMY U €€
DIIEMEHTHl OOBEKTUBHBIX (PU3UYECKUX TIPOIECCOB TEXHOTEHHOTO XapakTepa WU CTUXUHUHBIX
IIPUPOAHBIX SBJICHUH, HE 3aBUCAIINX OT YEIOBEKA.

4.2. HauOomee 3HauMMBIMU yrpo3amMu HUHPOpMAIMOHHOW Oe3zomacHocTH OpraHuzanuu
(crtocobamu HaHeceHUs yiiepOa cyObeKkTaM HH(POPMAITMOHHBIX OTHOIICHUN ) SIBIISIFOTCS:

- HapylieHue (QYHKIIMOHATBHOCTH KOMIIOHEHTOB HMH(OpPMAIMOHHBIX cucTeM OpraHu3amud,
OnokupoBaHue HH(POpPMAIMK, HAPYIICHHE TEXHOJOTMYECKHUX IPOIECCOB, CPHIB CBOEBPEMEHHOIO
penieHus 3ajay;

- HapyIICHHU e IICJIOCTHOCTH (MCKaXXKCHHE, TTOJIMEHA, YHHUTOXKECHUE) HH(POPMAIIHOHHBIX PECYPCOB
Opranuzanuu, a Takke panbcuduranys (MoaaenKa) TOKyMEHTOB;

- HapylIeHne KOH(uIeHIINaIbHOCTH (pasrialleHue, yTeuka) IepcoOHaNIbHbBIX JaHHBIX.
4.3. OcHOBHBIE UCTOYHUKHU YIpo3 HH(POpMaLMOHHON Oe3omacHocTy OpraHu3anuu:

- HempeaHamepeHHble (OmMOOYHbIE, CilydaliHble, 0€3 3J0ro yMbICIa M KOPBICTHBIX I[eJiei)
HapyIIEHUs YCTaHOBJIEHHBIX PErJaMeHTOB cOopa, o0pabOTKM M mepenadyu HMHPOpPMALUU, a TaKKe
TpeOoBanmuil Oe3omacHOoCTH WHGOpPMAIMKM W APYTrHe NEHCTBUS IOJb30BaTelied WH(OpMAIOHHBIX
cucteM Opranmzanuu (B TOM uucie paOOTHUKOB, OTBEYAIONIMX 3a OOCITy)XMBaHUE H
AIMUHUCTPUPOBAHUE IJIEMEHTOB WH()OPMAIMOHHBIX CHUCTEM), TPUBOISAIINE K HEMPOU3BOIUTCIHHBIM
3aTpaTaM BPEMEHHU U PECcypCOB, Pas3TJIANICHUIO CBEACHHI OrPaHUYEHHOI'O PACHpOCTpaHEHUs, MoTepe
[EHHOW MH(POPMALIMK WJIK HAPYIIEHUIO pab0TOCIOCOOHOCTH AJIEM EHTOB MH()OPMAITMOHHBIX CHCTEM;

- TpeJHaMepeHHbIe (B KOPBICTHBIX IEJAX, MO MPHHYXICHUIO TPETHUMH JIMIIAMH, CO 3JIBIM
YMBICJIOM W T.II.) JCUCTBHS JICTAILHO JONYIICHHBIX K WHPOPMAIMOHHBIM pecypcam OpraHu3anuu
noJib3oBaTeNneld (B TOM 4Mclie paOOTHUKOB, OTBEYAIOIIMX 3a OOCIYy)KMBaHWE U aIMUHHUCTPHUPOBAHHUE
DIIEMEHTOB HH(OPMAIIMOHHBIX CHCTEM), KOTOpBIE MPHUBOAST K HENPOHW3BOIUTENBHBIM 3aTpaTtaM
BPEMEHU U PECYpPCOB, Pa3TIallleHUI0 CBEIEHUN OrPaHUYCHHOTO PAaCHpOCTpaHEHHs, MOoTepe IEHHOU
uHOpMAIIMU WM HApYIIEHHWI0 paboOTOCMOCOOHOCTH JJEMEHTOB HWH()OPMAIMOHHBIX CHCTEM
Opranuzanuy,

- YJIAJCHHOE HECAaHKIIMOHWPOBAHHOE BMENIATEIHCTBO TMOCTOPOHHMX JIMI] M3 BHEIIHUX CETel
o0riero HazHA4YeHUs (MIPEXK]Ie BCETo uepe3 ceTh IHTepHeT), uepes JerajabHble U HeCAaHKITMOHUPOBAHHbBIC
KaHaJbl MMOJIKJIFOUEHUS K TAKUM CETSIM, HCIOJIb3Ys HEOCTATKH MPOTOKOJIOB OOMEHA, CPEACTB 3alHThI
Y pa3rpaHUYEHUs yIaJICHHOTO JOCTyIa K HH()OPMAIIMOHHBIM pecypcam;

- oMOKH, JTOMYIIEHHbIE TPU pa3paboTKe 3JEMEHTOB HH()OPMALIMOHHBIX cucTeM OpraHuzanuu
U MX CHCTEM 3alIUThl, OLIMOKH B IPOrPAMMHOM O0€CIeYeHUH, OTKa3bl U COOU TEXHUUYECKUX CPEACTB (B
TOM YHCJIE CPEICTB 3alIUTHI UH(POPMALIHH);

- TEXHUYECKUE COOH 2JIEMEHTOB UH(GOPMAIIMOHHBIX CUCTEM.
4.4. Ilytu peanu3zanuu yrpo3 HHPOpMaMOHHOM O0e3onmacHocTu OpraHu3aiui.

44.1. Ilytn peanu3auuu HENPEJHAMEPEHHBIX MCKYCCTBEHHBIX YIpo3 HH(POPMALMOHHOM
6e3zonacHocty Opranusanuu.

PaGotnuku  OpraHusanuu, SBISIOIIMECS  ABTOPU30BAHHBIMH  CYOBEKTaMH  JOCTyMa
WHQOPMAITMOHHBIX CHCTEM, a TaKXke paOOTHUKH, OOCIY)KHMBAIOUIUE OTACIbHBIC DJIEMECHTHI
WH(MOPMAIIMOHHBIX CHCTEM, SIBJSIFOTCS BHYTPEHHHMMH HMCTOYHHKAMHU CIy4alHBIX BO3JCHCTBUH.
OCHOBHBIE IIYTH peau3allii HEeMpPeIHAMEPEHHBIX HCKYCCTBEHHBIX (CyOBEKTHBHBIX) YIpo3
uH(popManmoHHoi Oe3onacHocTn OpraHuzanuu (IEHCTBUS, COBEpIIAeMble JIOAbMH CIy4aiHO, IO
HE3HAHNIO, HEBHUMATEJIbHOCTH WM XaJIaTHOCTH, U3 JIFOOOIBITCTBA, HO O€3 3JI0I0 YMBICIIA):

- HEOCTOPOXKHbIE JEHCTBUS, NPUBOAAIIME K YaCTUYHOMY WJIM IIOJIHOMY HapyIICHHUIO
(GYHKIIMOHATBHOCTH 3JIEMEHTOB HH(OPMALIMOHHBIX cucTeM OpraHusanuy;

- HEOCTOpPOXHBIE JEHCTBUS, MPUBOIALIME K pas3ryalieHHI0 WHGOpPMalUU OTPaHUYEHHOTO
pacrpoCTpaHEHMsI NI JI€Ta0IME €€ O0LIeI0CTYITHOM;



- pasriamieHue, nepeaada wid yrpara aTpuOyToB pa3rpaHMueHUs TOCTyna (KII04el (JIOrHHOB),
MapoJiei, KJIFOYEBbIX HOCUTENEH U T. 11.);

- ITHOPUPOBAHUE YCTAHOBIICHHBIX MPABHII IPU paboTe ¢ UHPOPMAITMOHHBIMHU PECYpPCaAMU;

- IPOCKTHPOBAHUE AJITOPUTMOB 00pabOTKH JaHHBIX, pa3paboTKa MPOrpaMMHOTO 00ECIICUCHHSI C
BO3MOKHOCTSIMH, MPEACTABISIOIIMMH OMACHOCTD Ui (DYHKIIMOHUPOBAHUS UH(POPMAIITMOHHBIX CHCTEM
u uHdopmarmonHoi 6ezonacHoctu Opranusanuu;

- mepechlUika HMH(pOpPMANUU MO OMHOOYHOMY SIEKTPOHHOMY anpecy (yCTpoiicTBa); BBOJ
OLIMOOYHBIX TAaHHBIX;

- HEOCTOPOXKHASI TOpUYa HOCUTENeH HH(POpMAIUH;

- HEOCTOPOXKHOE TIOBPEKIEHUE KaHAJIOB CBSI3H;

- HEeMpaBOMEPHOE OTKJIIOUYEHHE O0OPYIOBAHHS WM U3MEHEHUE PEKUMOB Pa0OTHI 3IIEMEHTOB
MH()OPMAIIMOHHBIX CHCTEM;

- 3apa)KeHHUE KOMITBIOTEPOB BUPYCaAMU;

- HECAaHKLMOHUPOBAHHBIN 3alyCK TEXHOJOTHMYECKUX MPOrpaMM, CIOCOOHBIX BBI3BATH MOTEPIO
paboTOCITIOCOOHOCTH HJIEMEHTOB WH(OPMAIIMOHHBIX CHUCTEM WM OCYUIECTBISIIOIIUX HeoOpaTUMBbIE

B HUX HM3MEHEHUs ((popMaTHpOBaHUE WM PECTPYKTYpU3AIUIO HOCUTEIEH WHGOPMAIMH, yAaJICHHE
JTAHHBIX);

- HEKOMIIETEHTHOE HCIIOJIb30BaHUE, HACTPOHKA WM HEIpPaBOMEPHOE OTKIIOUEHHE CPEICTB
3aIUTHI.

442. Ilytu peanu3aluy MpPEAHAMEPEHHBIX HCKYCCTBEHHBIX (CYOBEKTHBHBIX) Yyrpo3
MH(pOPMAIIMOHHOM 6€3011aCHOCTH.

OCHOBHBIE BO3MOXHBIE ITyTH YMBIIUICHHON Je30praHu3aliu padoThl, BBIBOAA 3JIEMEHTOB
MH(POPMAIIMOHHBIX CHCTEM U3 CTPOsI, HECAHKIIMOHUPOBAHHOTO TOCTYTa K MH(POPMAaLUH (C KOPHICTHBIMU
HENSMU, 10 TPUHYKJICHUIO, U3 )KEJIaHUS OTOMCTUTB):

- YMBIIUICHHBIC JEHCTBUS, NPUBOASIIMNE K YaCTUYHOMY WIM TIOJTHOMY HapyUICHUIO
(YHKIIMOHAIBHOCTH 3JIEMEHTOB WH(OPMAIIMOHHBIX cicTeM OpraHu3alii;

- ICWCTBUS 110 Ie30praHu3anuy QyHKIMOHUPOBAaHUS HHYOPMAITMOHHBIX crcTeM OpraHu3aimy,
XHIIEHUE AIEKTPOHHBIX JIOKYMEHTOB U HOCUTEINEH HH(POPMAallNi; HECAHKITMOHUPOBAaHHOE KOITMPOBAHNE
AIIEKTPOHHBIX JIOKYMEHTOB U HOCHTENel HH(OpMaIIiH;

- YMBIIUICHHOE UCKKEHUE HH(POPMAIINH, BBOJ HEBEPHBIX JIAHHBIX;

- OTKJIFOYEHHUE WJIM BBIBOJ U3 CTPOS MOJCHCTEM oOecredeHns (HyHKIIMOHHPOBAHUS dJIEMEHTOB
WH(OPMAITMOHHBIX CHUCTEM (DJICKTPOITUTAHUS, OXJIAXJICHUS W BEHTWIAIMU, JIMHUH W ammapaTypsl
CBSI3M);

- IepexBaT JaHHBIX, epeaBaeMbIX 10 KaHAIaM CBSI3U U UX aHAIHN3;

- HE3aKOHHOE IOJlyueHHEe aTpuOyTOB pas3rpaHHyeHHs [oCTyrna (MCHOJB3YS XallaTHOCTh
MOJIL30BATENEH, Ty TEM MOJIIEIKH, TTOJ00pa Mapois);

- HECAaHKIIMOHUPOBAHHBIN JTOCTYII K pecypcaM WH(OPMAIIMOHHBIX CHCTEM C pabO4YMX CTaHIHUi
ABTOPH30BAHHBIX CYOBEKTOB JIOCTYIIA;

- XHIIIEHUE WM BCKPHITHE MIH(DPOB KPUIITOZAMUTHI HHPOPMAIUH;

- BHEAPEHUE allapaTHhIX ¥ MPOrPAMMHBIX 33aKJIAJ0K C IEJIbI0 CKPBHITHO OCYIIECTBIIATH JOCTYII
K uHOOPMALMOHHBIM  pecypcaM WM  Je30praHu3anud  (pyHKIMOHMPOBAaHUS  DIIEMEHTOB
nH(pOpMAIMOHHBIX cucTeM OpraHu3anuu,

- HE3aKOHHOE HCIOJb30BaHUE DJIEMEHTOB HMH(OPMALMOHHBIX CHCTEM, HapylIalllee IpaBa
TPEThUX JIUIL;

- [pUMEHEHHE TMOACITYIIMBAIOUIMX  yCTPOMCTB, (GOTO W  BHJIEO CheMKa  JJIs
HECAaHKIIMOHUPOBAHHOTO CheéMa WH(POPMAIIHH.

4.5. Iyt peanu3anuy OCHOBHBIX €CTECTBEHHBIX YTpo3 MH(OPMAIIMOHHOM 0€e30MacHOCTH

- BBIXOJ1 U3 CTPOsi 000py10BaHUSI HHPOPMAIIMOHHBIX CHCTEM U 000py10BaHUs 0OecredeHus ero
(YHKLIIMOHUPOBAHUS;



- BBIXOJI U3 CTPOS WJIK HEBO3MOKHOCTb UCI0JIb30BAHUSI IMHUHN CBSI3U;

- TOKapbl U CTUXUUHBIC OCICTBHSL.

4.6. Mojenb BO3MOXKHBIX HAPYIIUTEIICH .

4.6.1. Tunbl HapyIIUTENICH:

C y4eToM KaTeropuu Jmil, MOTUBALlUH, KBAIU(DUKALIMY, HAJTUYUS CHIELUATIBHBIX CPEJICTB:

HexoMrieTeHTHBIN (HEBHUMATENbHBIN) TOJB30BaTeNh — paboTHuk OpraHuszanuu (Wiu
MOJpa3/ieJIeHNs] BHEIIHEH OpraHu3aluy, 3aHUMaloLIelcs 00CTy>)KUBaHHEM HH(POPMAIIMOHHBIX CHCTEM
Opranuzanuu), TPEANPUHUMAIONIANA TONBITKHA BBITIOJHEHUS 3alpelIeHHBIX JAEHCTBUHN, J0OCTyma
K 3alllUIIaeMbIM pecypcaM HWH(OPMAIMOHHBIX CHCTEM C IMPEBBIINIEHHEM CBOMX IMOJHOMOYHI, BBOJA
HEKOPPEKTHBIX JTAHHBIX, HAPYIICHUS MPaBUI U PEriaMeHTOB paboThl ¢ MHpopManuel, AecTBys 1Mo

OLHI/I6K€, HEKOMIIETEHTHOCTH WM XaJdaTHOCTH Oe3 YMBICIIAa U HCHOHB3YIOH[Hﬁ IIpru 3TOM TOJIBKO
[OTAaTHBIC CPCACTBA.

Jlrobutenr — pabGotHuk Opranuzanuu (WM TOApa3AeNeHUs] BHEIIHEH opraHu3aluuy,
3aHHUMaroIIecs o0caykuBaHNeM MHPOPMAIIMOHHBIX cucTeM OpraHu3aluu), NbITAIONMICS HApyIIUTh
CHCTEMY 3aIlUThl 03 KOPBICTHBIX L1eJIeH, yMbICIIa WIIH JJI CAMOYTBEPKICHUS.

IIpy 3TOM HCHONB3YIOTCS PA3IUYHBIE METOIBI MOJYYEHHUS JOMOJHUTENBHBIX I[1OJHOMOYHUIA
JIOCTyIla K pecypcaM, HEIOCTaTKU B IOCTPOEHUU CUCTEMBI 3alUThl U JOCTYIHBIE €My ULITaTHbIE
cpencTtBa (HECAaHKIMOHUPOBAHHBIE JEHCTBUSI MOCPEACTBOM INPEBBIIIEHUS CBOUX ITOJHOMOYMI Ha
HCIOJIb30BAaHUE pa3peUIEHHBIX CpPEACTB), HEIUTATHbIE WHCTPYMEHTAIbHbIE U TEXHOJIOIMYECKHE
IpOrpaMMHBIE  CPEACTBA, CAMOCTOSITENbHO pa3paOOTaHHbIE MPOrpaMMbl WM  CTaHIapTHBIE
JIOTIOJTHUTENbHbIE TEXHUYECKUE CPEJICTBA.

BryTpeHHUH (BHEIIHU) 3JI0YMBIILICHHUK — aBTOPU30BAHHBIN CYOBEKT A0CTYyNa (TOCTOPOHHEE
JUI0) NEUCTBYIOUIMM LeJeHANpaBiIeHHO (B TOM YMCIIE B CrOBOPE C JIULAMHU, HE SBJISIOLIMMUCS
pabotaukamu Opranu3zanun). [Ipu 3TOM UCTOIB3YIOTCS METOABI U CPEICTBA B3JIOMA CHCTEMbI 3AIIUTEHI,
BKJIIOYAsl areHTYypHbIE METO/bI, TaCCUBHBIE Cpe/icTBA (TEXHUYECKUE CPE/ICTBA IepexBara), METOAbl U
CpeACTBa aKTUBHOIO BO3ACUCTBUS (MOAM(HUKAIUS TEXHUYECKUX CPEACTB, MOAKIIOUEHHE K KaHalaM
nepeayd  JaHHBIX, BHEAPEHHE MPOrPaMMHBIX 3aKJIaJ0K M  HCIOJIB30BAaHHUE CHELHUAIBHBIX
WHCTPYMEHTAJBHBIX U TEXHOJIOTHYECKHX ITPOrPaMM), a TaKKe KOMOWHAIIUY BO3/ICHCTBUH, KaK U3HYTPH,
Tak 1 n3BHe OpraHu3anui.

4.6.2. BHyTpeHHME HapyLIUTEIN:

BHyTpeHHUM HapymmTeIeM MOXKET OBITh JUI0 W3 CICAYIONMX KAaTeropuil pabOTHUKOB
OpraHuzanum:

- 3apPETUCTPUPOBAHHBIE MOJIb30BATENN M MEPCOHAN, OOCIYKUBAIOIINN TEXHUYECKUE CPEACTBA
uH(pOpMaMOHHBIX cucTeM OpraHu3anuy,

- pabOTHMKH, B TOM YHCJIE€ PYKOBOJAMTENIM, HE SBISIIOIIMECS 3aperucTpUpPOBAHHBIMU
[OJIb30BATEAIMU M HE JIONYLIEHHbIE K MH(QOpPMAaLMOHHBIM pecypcaM OpraHu3aluu, HO UMEIOLIHUE
JIOCTY B 31aHus U noMenienus Opranusanuu,

- paOOTHHKH, B TOM YHCJIE PYKOBOJHUTEIH, 3a/ICHCTBOBAHHBIC B pa3pabOTKe M COMPOBOXKICHUH
MPOrpPaMMHOTO 00EeCIedeHUsI.

4.6.3. BHenHue HapyIIUTENH:
BHemnum HapymmTeneM MOXKeT ObITh JIMILIO U3 CIEIYIONIMX KaTeTr OpHiA:
- pabotHukM OpraHu3anuu, ¢ KOTOPbIMU MPEKpalleH (pacTOPrHyT) TPYyAOBOH J1I0TOBOP;

- IPEICTABUTEIM BHEIIIHUX OPraHU3aIii, 3aHUMAIOIINXCS pa3paboTKOM, MOCTaBKOM, PEMOHTOM
U 00CITy’)KHBaHHEM DJIEMEHTOB HH()OPMAIIMOHHBIX CHCTEM;

- YJICHBI TPECTYITHBIX OPTaHU3AIUNA WUITH JIUTIA, IS CTBYIOIIHNE IO UX 3aJJaHUIO;

- JMIa, CIAy4YaHO WJIM YMBIIUIEHHO IPOHUKIINE B JOKAaJIbHYIO BBIYUCIUTEIbHYIO CETh
Opranu3zanuy U3 BHEIIHUX TEICKOMMYHHKAIIMOHHBIX CETEH (XaKepsl);

- aIMUHUCTPATOPBhI aBTOMATU3MPOBAHHBIX cucTeM OpraHu3ainuu, IMEIOINE HEOTPAHMYCHHBIN
JOCTYN K MH(OPMAIMOHHBIM pecypcaM KOMITOHEHTOB KOPIIOPATUBHON WH(MOPMAIMOHHON CHCTEMBI.



AJIMUHUCTPATOPBl aBTOMATHU3WPOBAHHBIX CHUCTEM MOTYT OTHOCHUTBHCA KaK K BHEIIHHUM, TaK H K
BHYTPEHHUM HaPYIIUTEISIM.

4.7. Yreuka uH(GOpMaLMH 110 TEXHUYECKUM KaHaJlaM.

[Ipu mpoBeneHUU MEPONPUATUII M SKCIUTyaTallud TEXHUYECKUX CPEACTB YCTAHABIIMBAIOTCS
ClIeylolllMe KaHalbl yTEYKH WJIM HapylLIeHUs LEeJIOCTHOCTH HHGOpMAlUU, HapyLIeHUs
paboTOCIOCOOHOCTH TEXHUUECKUX CPECTB!

- MOOOYHBIE SJEKTPOMArHUTHBIC H3JIy4eHHs HH(POPMATHBHOI'O CUTHAjJa OT TEXHUYECKUX
cpenctB Opranu3anuu ¥ JMHAK nepenadn nHPOpMaluy;

- HaBOJAKM HWH(OPMATUBHOIO CHUTHajla, 00padaThIBa€MOro TEXHUYECKHUMH CpEICTBAMU
JIOKQJIbHOM BBIUMCIAMTENbHOM ceTn OpraHu3anuu, Ha TPOBOJAA U JIMHUU, BBIXOASINME 3a IpENesbl
KOHTpOJIMpyeMoii 30HbI OpraHu3aiuy, B T.4. Ha IIeMH 3a3€MJICHUS U AIEKTPONUTAHUS;

- QJICKTPUUCCKUEC CHUTHAJIbI MU PAOAUOU3ITYYCHUS, 06YCJ'IOB.HCHHBIC BOS,Z[GI\/JICTBI/ICM Ha CpeacTBa
nepeaadyun HH(bOpMaIII/II/I BBICOKOYACTOTHBIX CHUI'HAJIOB, CO34aBaCMbIX C ITOMOIIBIO pa3Be}1HBaTean0171
alaparypsl, 110 3(pry H IIpOBOJaM, 100 CUTHAJIOB IMPOMBIINIJICHHBIX PAJIUOTCXHUYICCKUX yCTpOﬁCTB
(pa,I[I/IOBGH_[aTeJ'IBHI)Ie, pPaanuoOJIOKAlIlMOHHBIC CTAHIUU, CPEACTBA PAIMOCBA3U U T.H.), n MOZ[y.TISIHPIGﬁ nux
HHQ)OpMaTI/IBHBIM CUT'HAJIOM,

- AKyCTUYECKO€ N3JTyuyeHHe NH(OPMAaTUBHOI O PEYEBOr0 CUTHAJIA UJIM CUTHAJIA, 00YCIOBIEHHOT O
(YHKLIMOHUPOBAHUEM TEXHUYECKHX CPENCTB 00pabOTKH MH(OpMaLUY;

- DJIEKTPUYECKHE CUTHAJBI, BO3HHMKAIOUIME ITOCPEACTBOM HNpeoOpa3oBaHUs MH(POPMATHBHOIO
CHTHaJIa U3 aKyCTUYECKOI0 B AJIEKTPUYECKHIL 3a cueT MUKPO(GOHHOI0 3¢ eKTa U pacpoCTPaHIOILHUECs
IO MPOBOJIAM U JIMHUSM Iepenadyn nHdpopmanuy;

- BHOpAIlMOHHBIE CHUTHAJbI, BO3HUKAIOIINE MOCPEACTBOM IMpeoOpa3oBaHus WH()OPMATHBHOTO
aKyCTHYECKOIO0 CHUI'Haja IIpU BO3AECUCTBUU €r0 Ha CTPOUTENIbHBIE KOHCTPYKLHMM U HHKEHEPHO-
TEXHUYECKME KOMMYHUKAIMU BBIICJICHHBIX [TOMEIICHU;

- BO3/IeiiCTBYE Ha TEXHUYECKHE WM ITPOrPaMMHBIE CPEACTBA B LIEJISIX HAPYILIEHUs 11€I0OCTHOCTH
(YHUUYTOXKEHUS, HCKaKeHHs) HHPopMaIu, paboTOCMOCOOHOCTH TEXHUUYECKUX CpENICTB, CPEICTB
3alUTHl WH(POPMALIMHU, aJPECHOCTH U CBOEBPEMEHHOCTH WH(OPMALMOHHOTO OOMEHA, B TOM 4YHCIE
AJIEKTPOMarHUTHOE, 4Ye€pe3 CIEUUaIbHO BHEIPEHHBIE JJEKTPOHHBIE M INPOrpaMMHBIE CpPEACTBA
(«3akmanku»);

- repexBaT MH(OpPMAIMK WM BO3JCHCTBHE HA HEe C MCIOIb30BAHHEM TEXHUYECKHX CPEICTB
MOKET BECTHCh HEMOCPEICTBEHHO M3 3/IaHUM, PAaCHOJIOKEHHBIX B HEMOCPEICTBEHHOH OJIM30CTH OT
00BEeKTa, MECT BPEMEHHOr0 IpeObIBaHMs, 3aMHTEPECOBAHHBIX B IepexBaTe HHGOPMAIMK WIH
BO3JCHCTBMM Ha HEE JIML Ipu MNoceumeHMd MMHU OpraHusanuy, a TakKe C IOMOUIbIO CKPBITHO
yCTaHaBJIMBAaeMON aBTOHOMHOW aBTOMAaTH4ECKOH anmapaTypsl.

V. OcHOBHBbIE IPUHIMIBI IIOCTPOCHHUSI CHCTEMbI 00ecneYeHHs
HH(POPMALMOHHOM 6€30I1aCHOCTH

[Toctpoenue cucrembl obOecneueHuss MHGOPMAaLMOHHON Oe3omacHocTH OpraHuzaluu U ee
(GYHKIIMOHUPOBAHUE JIOJDKHBI OCYLIECTBIATHCS B COOTBETCTBUH CO CIEAYIOLIMMU OCHOBHBIMH
HNPUHIUIIAMU:

5.1. 3aKOHHOCT®.

[Ipeanonaraer OCyIIEeCTBIEHHE 3ALIMTHBIX MEPONPHUATHUA U pa3pabOTKy CHUCTEMBI 3allUThI
uHpopmarmu OpraHu3aluu B COOTBETCTBUU C JCHCTBYIOLIMM 3aKOHOJATEIbCTBOM B 00jacTu
uHpopMauy, HGOpMaTH3aMK U 3AIIMTHl WH(OpMAIMK, a TaKKe APYrdX HOPMATHUBHBIX aKTOB I10
UH(POPMaLMOHHON 0€30MaCHOCTH, YTBEPXKACHHBIX OpraHaMy TOCY/1apCTBEHHOM BIACTH.

[Tpunsareie Mepsl MH(OPMAIMOHHON O€30MaCHOCTH HE JODKHBI NMPENSTCTBOBATh JOCTYILY
[IPABOOXPAHUTEILHBIX OpPraHOB B IPENYCMOTPEHHBIX 3aKOHOJATENBCTBOM CIy4asXx K pecypcam
KOHKPETHBIX MH(OPMAIIMOHHBIX cucTeM. Bee monp3oBarenu nHpopMannoHHbIX cucteM OpraHuzanun
JOJDKHBI UIMETh TpeJicTaBlIeHne 00 OTBETCTBEHHOCTH 3a MpaBOHAPYIIEHHS B 001acTH UH(DOpMAILIIH.

5.2. CHCTEMHOCTb.



CucTeMHBIH TTOIXO0J] K TIOCTPOCHUIO CUCTEMBI oOecredeHus WH()OpPMaMOHHONW 0€30IMacHOCTH
B Opranu3anuy mnpeanoyiaraeT y4eT BCeX B3aUMOCBSI3aHHBIX, B3aMMOCHCTBYIOIIUX H U3MEHSIOIIU X CSI
BO BPEMEHH DJJICMEHTOB, YCIOBHMH M (AaKTOPOB, 3HAUYMMBIX JUIsl TIOHUMAHHUSA W PELICHHUS MPOOJIEMbI
obOecrieueHusi uwHpoOpManMOHHONH Oe3onacHoctd Opranuzanuu. [lpu co3JaHUM CHCTEMBl 3aIlUThI
VUUTBIBAIOTCSI BCE CJIa0ble W HamOOoJee YsA3BHMbBIC MecTa WH(POPMANMOHHBIX cucTeM OpraHu3aiui,
a TaKKe XapakTep, BO3SMOXKHBIC O0BEKTHI M HAIPABJICHHS aTaKk Ha He€ CO CTOPOHBI HAPYIIUTENICH, TyTH
HECAaHKIIMOHUPOBAHHOTO JocTyma K mHpopmanuu. CHcTeMa 3aliMThl JOJDKHA CTPOHUTHCS C YIETOM
BO3MOKHOCTH TTOSIBJICHHSI PUHIMITHAILHO HOBBIX MyTEH pean3aliuu yrpo3 0€30MmacHOCTH.

5.3. KOMITJIEKCHOCTb.

KommiekcHOe HCIONb30BaHME METOAOB M CPEICTB 3alUThl HMH(OPMAILIMOHHBIX CHCTEM
MpeArnoaraeT CorjlacOBaHHOE MPUMEHEHHE MPOrPaMMHBIX U TEXHUYECKHX CPEICTB MpPU MOCTPOCHUU
LIEJIOCTHON CHUCTEMbI 3aILUThI, EPEKPBIBAIOLICH BCE 3HAUMMble KaHAJIbl peajau3aluu yrpo3. 3ammra
JIOJDKHA CTPOMTBHCS DIIEJIOHUPOBAHO. BHemHss 3ammra JoJKHA oOecrneduBaThesl (PU3NYECKUMU
CpeICTBaMH, OpraHN3allMOHHBIMH U NPaBOBBIMU MEpaMH.

5.4. HenipepbIBHOCTD 3aIHUTHI.

Jna obecrneyeHuss OSTOro MpPUHLMIA HeoOXoguMa IOCTOSHHAas  OpraHU3alMOHHAS
(amMuHUCTpaTHBHAs) NOAJAEpKKa (CBOEBpEMEHHasi cMeHa U 00ecreuyeHue IMPaBUIBHOIO XpaHEHUs U
IPUMEHEHUs HMMEH, MapoJieil, kioueil mugpoBaHus, mnepepacipeneneHue noaHoMmounii). ITopsmok
HOJTyYeHHsI AOCTYIa K MH(POPMAIIMOHHBIM PECYpPCaM PErIaMeHTUPYETCS B JIOKAIbHBIMU HOPMATUBHBIMU
aKTaMU M OpraHU3allOHHO-PACHIOPSIUTENIbHBIMU JOKyMeHTaMu Opranuzaiui.

5.5. CBOEBpEMEHHOCT.

[Ipeanonaraercs ympexaaromui XxapakTep Mep odecnedeHus: HH(QpopMamoHHoM 6€30MacHOCTH,
TO €CTh IIOCTAHOBKA 3aJlay MO0 KOMIUIEKCHOM 3alluTe MH(opMauuu U peanusalus Mep oOecredeHus
0e3omacHOCTH MH(OPMAIIMU Ha PAaHHUX CTaJIUAX Pa3paboTku MHOOPMAIIMOHHBIX cucTeM. Pa3paboTka
CHCTEMBI 3aIlMThl BEIETCS IMapajuIeIbHO C pa3padOTKOW M Pa3BUTHEM CaMOM MOJICKAIICH 3aIuTe
MH(OPMAIIMOHHOM CHCTEMBI.

5.6. IIpeeMCTBEHHOCTh U COBEPIICHCTBOBAHHUE.

[Ipeanonaraer MOCTOSHHOE COBEPIICHCTBOBAHME MEpP M CPEICTB 3aIMUTHl WHGPOpMAIMKU Ha
OCHOBE NPEEMCTBEHHOCTH OPraHU3allMOHHBIX U TEXHUYECKUX PELICHHUH, KaJpoBOr0 COCTaBa, aHaIM3a
byHKIIMOHNpOBAaHUS HH(POpMAIIMOHHBIX cucTeM OpraHu3aly U CUCTEM WH()OPMAIIMOHHOMN 3aIUTHI C
y4eTOM HM3MEHEHMH B METOJax U CPeACTBaX mepexBara MHGOpMAIMN, HOPMATUBHBIX TpeOOBaHUH 1O
3alUTe, JOCTUTHYTOr0 OTEYECTBEHHOIO U 3apy0€KHOI0 OIbITa B 3TOH 00JIaCTH.

5.7. IlepcoHasibHast OTBETCTBEHHOCTb.

[Ipenmonaraer  BO3JOKEHHE  OTBETCTBEHHOCTH 3a  obOecrnedyeHne  WH(POPMAIMOHHOU
0e30macHOCTH Ha Kakaoro pabotHnka OpraHu3anuu B Mpeaenax ero NoJHoMounii. B cooTBeTcTBUM C
STUM MPUHLHUIIOM paclpeeieHre mpaB u 00sS3aHHOCTeH paOOTHUKOB CTPOUTCS TAKMM 00pa3oM, 4TOOBI
B CiTy4ae JIIoOO0ro HapyIIeHus] KpYyT BUHOBHUKOB OBLT YETKO U3BECTEH UJIM CBEJECH K MUHHUMYMY.

5.8. MuHuMHU3a1Ms ITOJTHOMOYHH.

[Ipenmonaraer npenocTaBieHUE MOJIb30BATENIM MUHUMAIBHBIX MIPaB JOCTYNa B COOTBETCTBHH
co ciyke0HOi HeoOxomumocThio. JlocTyn K MHGOpMAIMK JOJDKEH MPEAOCTaBIATHCS TOIBKO B TOM
ciydae u 00bEMe, eclM O5TO HeoOXOAMMO pa0OTHUKY /MJs BBIIOMHEHHS €ro JOJDKHOCTHBIX
00513aHHOCTEH.

5.9. I'nbkocTh cucTeMbl HHGOPMAIIMOHHON 0€30IaCHOCTH.

[Ipenmonaraer CrocoOHOCTh CHUCTEMbl HH(OPMAIIMOHHOW OE€30MaCHOCTH pearupoBaTh Ha
M3MEHEHUS BHEIIHEN Cpelibl U yCIOBUM ocyliecTBieHuss Opranusanuei cBoei qesTenbHoCTH. B uncio
TaKUX U3MEHEHUH BXOJAT:

- I3MEHEHHUs1 OPraHU3alMOHHON M IITaTHON CTPYKTYpbl Opranuzanuy,

- HW3MEHEHHE CYUIECTBYIOIIMX WM BHEIPEHHE NPUHLUUIHUAIBHO HOBBIX HH(POPMAIIMOHHBIX
CHCTEM;

- BBO/J B OKCILITyaTallUIO0 HOBBIX TCXHUYCCKUX CPCACTB.



5.10. IlpocToTa mpuMeHEeHHs CPEACTB 3aIIUTHI.

MexaHu3Mbl U METOJbl CUCTEMBbI 3aIUUThl MH(MOPMALUU AODKHBI OBITH HMOHSATHBI M HPOCTHI
B UCII0JIb30BaHUM. [IprMeHeHne cpeicTB U METOIOB 3aLUTHI HE CBS3aHO CO 3HAHUEM CIIELUAIbHBIX
A3bIKOB MJIM C BBIMOJIHEHHUEM JAEUCTBUN, TPEOYIOUIMX 3HAYUTENbHBIX JONOJHUTEIbHBIX TPYJ03aTpaT
npu OOBIYHOM paboTe 3aperuCcTpUpPOBAHHBIX I0JIb30BATEIEH, a TaKKe HE TPeOyeT OT IOJIb30BATENs
BBINOJTHEHNS MAJIONIOHSATHBIX €My OIlepaLuii.

5.11. OG0CHOBaHHOCTb U TEXHUYECKAs PEaIn3yeMOCTh.

[Ipennonaraer, 4To HHGOPMAIIMOHHBIE TEXHOJOTHH, TEXHUYECKUE U MPOrpaMMHBIE CPEICTBA,
CpeICTBAa M Mephl 3alUThl MHGOPMALUU pPEATU3yIOTCS Ha COBPEMEHHOM TEXHHYECKOM YPOBHE U
00OCHOBaHbI JJIsl JTOCTHI)KEHHUS 3aJaHHOTO YpOBHS 0€30MacHOCTH MHGOPMAlMU U 3KOHOMHYECKOH
LeNIeCOO0Pa3HOCTH, a TaKKe COOTBETCTBYIOT  YCTAHOBJIEHHBIM HOPMaM U TpeOOBaHUSAM
1o 0e30MacHOCTH MH(pOPMaLUH.

5.12. Cnenunanu3anus u mpohecCHOHaIN3M .

[Ipennonaraer mpuBieueHHE K pa3pabOTKe CPEACTB U pealin3alliid Mep 3allUThl HHPOPMAIUH
CIeLUaIn3UPOBAaHHBIX OpraHu3alyii, Hanbonee MOArOTOBIEHHBIX K KOHKPETHOMY BHJY €ATEIbHOCTU
1o obecredeHno 0e30nacHOCTH HHPOPMALIMOHHBIX PECYPCOB, UMEIOIIUX OTBIT IPAKTUUYECKONW paboThI
U TOCYAApCTBEHHYIO JIMI[EH3MI0O HA I[IpaBO OKa3aHUs YycIayr B 3Tod obOnactu. Peammsanus
aIMHHMCTPATUBHBIX MEp U O3KCIUIyaTallus CPEACTB 3alIMThl OCYLIECTBIIAETCS HpOodeccuoHaIbHO
MOJrOTOBJIEHHBIMHU CHELUATNCTaMU 3alUThl HHPopMarun OpraHu3anuy.

5.13. O6s3aTeNBLHOCT KOHTPOJISA.

[Ipeamonaraer 00sA3aTENBPHOCT M CBOCBPEMEHHOCTH BBISBIICHUSI M IPECEUCHHS MOMBITOK
HapYIICHUS! YCTaHOBJICHHBIX TPaBIII 00ecredeHus: 0€30MacHOCTH HH(OpMAIIHH.

KoHTponb 3a [eATenbHOCThIO JIIO0Or0 IMOJIb30BATENs, KaXIOr'o CpPEACTBAa 3alUTHl U B
OTHOULIEHUH JII0O0Tr0 00BbEKTa 3aLIUThI OCYILECTBISAETCS HA OCHOBE IIPUMEHEHUS CPEACTB ONEPATUBHOTO
KOHTPOJISL U PEruCTpallid M OXBAThIBAE€T CAaHKIMOHHWPOBAHHBIE U HECAHKIIMOHWPOBAHHBIE NEHCTBUSA
nojb3oBaTeneil. BoisiBnennsie paboTHHKaMu Opranus3aniy HeIOCTaTKU CUCTEMBI 3aIlUThl HH(OpMaIuu
JOBOJATCS JO CBEAEHUS HENOCPEACTBEHHOro pykoBoguTenass. O CyIIECTBEHHBIX HENOCTATKAX
coobmaeTcst pykoBoauTeno OpraHu3auy.

V1. Mepsl, MeTOabI U cpelcTBa o0ecnieueHUus MHPpOPMANIMOHHOH 0e30MacHOCTH
6.1. Mepsn1 obecnieueHust HGOPMAITMOHHON O€301TaCHOCTH.

6.1.1. K 3akoHOmaTenpHBIM (IIPaBOBBIM) MepaM obecriedeHnst HHPOPMAITMOHHON 0e30MacHOCTH
oTHocsATCs neiicTByronme B Poccuiickoit denepanym 3akOHOAATEIBHBIC W HHBIC HOPMATUBHBIC aKTHl,
periaMeHTHUpYIOLe NpaBuwiia o0palieHus ¢ MHQpOpMaluel, 3aKperisiomue npaBa U 003aHHOCTH
YYaCTHUKOB MH(OPMAIMOHHBIX OTHOIIEHHWH B mpolecce ee o0pabOTKM M MCIOJIb30BaHMS, a TaKxkKe
yCTaHABJIMBAIOUIME OTBETCTBEHHOCTh 32 HApYIICHUs 3TUX nIpaBwi. lIpaBoBele Mepsl oOecredeHus
MH(OPMAIIMOHHON 0€30IaCHOCTH HOCAT YHpPEeXAAarolui, NpopuiIakTHIeCKuil XapakTep U TpeOyroT
MOCTOSIHHOM  pa3bsACHUTENBbHON pabOThl C MOJb30BATENSIMU U OOCITY)KMBAIOIIUM IE€PCOHAIOM
UH(POPMAITMOHHBIX cucTeM OpraHu3ari.

6.1.2. K texHosornueckum Mepam oOecriedeHus: HHPOPMAIIMOHHON 0€30MacHOCTH OTHOCSTCS
TEXHOJIOTHYCCKUE PEIICHHS W MPUEMBbI, HAIIPABJICHHBIC HA YMCHBIICHHE BO3MOXXHOCTH COBEPIICHHUS
pabotHukamu OpraHu3alui OMMOOK W HApYyIICHWH B paMKax TPEIOCTABIICHHBIX WM ITIpaB H
ITOJIHOMOYMU.

6.1.3. OpraHu3aiuoHHble (aIMUHUCTPATUBHBIE) Mepbl obecredeHus HHPOPMALMOHHON
0€30MacHOCTH — 3TO MEPbl OPraHU3alMOHHOIO XapakTepa, pEeriaMeHTUPYIOIIUE MPOLECCh
(YHKIIMOHUPOBAHUS CUCTEMbl OOpaOOTKM JaHHBIX, HCIOJIb30BAaHUE €€ PpecypcoB, AEATEIBHOCTD
00CITy’KMBAIOLIET0 MEPCOHANa, a TAK)Ke MOPSI0K B3aUMOACHCTBHS MOJIb30BAaTEICH C CUCTEMON TaKuM
00pa3oM, 4TOObI B HAMOOJIbIIIEH CTENIEHU 3aTPYAHUTh HJIM UCKJIIOUUTH BO3MOKHOCTh pean3allii yrpo3
0e30I1acCHOCT WJIM CHM3UTh pa3Mep IOTepb B ciydae HuX peanu3anuu. OpraHu3allMOHHBIMU
(aIMHHUCTPATUBHBIMHU ) MEpaMu oOecriedeHus: HHGOPMAIIMOHHON 0€30MacHOCTH SIBIISIFOTCS

- periraMeHTalnus A0CTyIa B 3JaHNC OpFaHI/I3aI_[I/II/I;



- periraMCHTalug JO0IIyCKa pa60THI/IKOB K U CIIOJIB30BAHUIO I/IH(i)OpMaI_II/IOHHLIX PECYPCOB;

- aHanu3 TpeOOBaHMI K SJEMEHTaM CHCTeMbl Ha OCHOBE 3asBOK II0Jb30BaTeNied Ha
o0ciTy’kMBaHUE U MOAU(DUKALIMIO aNllapaTHbIX U IPOrPaMMHBIX PECYPCOB;

- o0ecrieueHre 1 KOHTPOJIb (PU3HUECKOH 11eJIOCTHOCTH (HEU3MEHHOCTH KOH(UTypaIu) CpercTB
BBIYHCIUTEIIHHOMN TCXHHUKU,

- 00ydeHue oJb30BaTeNel; AesITeIbHOCTD 110 00ecrneyeHnto HH(popMalOHHON 6€3011aCHOCTH;
- ycnoBus 00pabOTKM HMH(POPMAIMOHHBIX PECypcoB KOHQPHUACHIIMAIBHOTO XapakTepa,

OTBETCTBEHHOCTh 3a HApYIICHUS] YCTAHOBJICHHOT'O TMOPSAKA TIOJh30BaHMUS WH(OPMAIMOHHBIMHU
pecypcamu OpraHuzaiui.

6.1.4. dusmueckue Mepsl oOecrmedeHuss HHPOPMAIMOHHOW O€30MacHOCTH OCHOBAaHBI Ha
IIPUMEHEHUN MEXaHUYECKUX, JIEKTPOHHBIX MJIM 3JEKTPOHHO-MEXaHUYECKUX YCTPOMICTB, CIIEHUATbHO
NpeHA3HAYCHHBIX JUIS CO3JaHus (PU3MUECKUX MPENATCTBUN Ha BOZMOXKHBIX MYTSAX MPOHUKHOBEHHS H
JOCTyNa MOTEHIMANbHBIX HapyIIUTENed K dJeMeHTaM HH(OPMAIMOHHBIX CHUCTEM U 3allUIIaeMoil
uH(popMaIuu.

6.1.5. TexHuueckue (anmapaTHO-IpOrpaMMHBIE) Mepbl oOecnedeHus HH(POPMaLMOHHON
0€30I1aCHOCTH OCHOBaHbl HA UCIOJIb30BAHUM AIEKTPOHHBIX YCTPONCTB M CHELMAJBbHBIX MPOrpaMM U
BBIMOJHAIOMIUX (CaMOCTOSITENIbHO WM B KOMIUIEKCE C JIPYTMMHM CpPEACTBaMH) (YHKIUH 3alIUThI
(upeHTH(UKAUIO M ayTeHTU(UKALUIO TOJb30BaTeNeH, pa3rpaHUYeHue JOCTyla K pecypcam,
pErucTpaLuio coObITUM, KpUITOIpaPUUECKOEe 3aKphITHE HH(OPMALIUN).

VIl. Ob6si3aHHOCTH U MPaBa J0JKHOCTHBIX Jull Opranu3anumn
1o odecne4yeHN0 HHPOPMANMOHHOH 0€30MACHOCTH

7.1. PykoBoautens OpraHusanuy OpraHu3yeT padoTy MO MOCTPOSHHUIO CHCTEMbI 00ECTIeueHUs
nH(popMaMoHHOK 6e3onacHocty B Opranu3anuu. B gactHocTu:

- Ha3HayaeT OTBETCTBEHHOr'O 3a OpPraHM3aliil0 HHPOPMaLMOHHOW 0€30MacHOCTH M3 4YHClia
COTpyIHUKOB Opranuzaiuu;

- YTBEP)KIAET KPYT JIUI, UMEIOIIUX JOCTYH K 3alIUIIaeMOi HH(OOPMAITIHU U TIOPSIIOK MX PaOOTHI,

- YTBEpXKJAaeT KOMIUIEKT JIOKYMEHTOB, OMNPEACISMIONMX TMOIUTHKY B  OTHOIICHUHU
nHpopMaImoHHON 0€30MMacHOCTH U 3alUThl HH(opMauu B OpraHu3aiuy, a TakKe JIOKAJbHBIE aKThl,

YCTaHaBJIMBAOLIMX IPOLEAYPhl, HAlpaBJICHHbIE HAa MPEIOTBPALLCHUE M BBISBICHUE HAPYLICHHI
3akoHoxaresLcTBa POD.

7.2. OTBeTCTBEHHBIN 3a OpraHU3alnI0 HH(OPMAIIMOHHON 0€30aCHOCTH:

- paspabaTblBaeT  OpraHM3allMOHHO-PACIOPSIUTENbHBIE  JOKYMEHTHl IO  BOIPOCaM
MH(POPMAIIMOHHOM O€30MacHOCTH M 3aliuThl MHGopManuu 1npu €€ o00padoTKe C IOMOLIBIO
UH(POPMALMOHHON CHUCTEMBI;

- KOHTPOJMPYET MCIOJHEHHE NPUKA30B M PACIOPSDKEHUH BBIIIECTOSIMUX OpraHu3aluil mo
BoMpocaM obecrieueHust 6€30nacCHOCTH UH(OpMalIY;

- obecrneynBaeT 3alUTy HHPOPMALIUHU, LIUPKYJIUPYIOLIEH Ha 00beKTaX MH(POPMaTH3ALNH;

- IPOBOJIUT CUCTEMAaTUYECKUH KOHTPOJIb pabOThl CUCTEM 3allUThl UH(POPMALUHU, TPUMEHSIEMbIX
B MH(GOPMALIMOHHON CHUCTEME, a TAK)KE 32 BHIMOJIHEHUEM KOMIIJIEKCA OPraHMU3alMOHHBIX MEPOIPUATUI
1o odecnevyeHro 6e30nacHOCTH UHPOpMaLUY;

- IPOBOJUT MHCTPYKTAX I10JIb30BaTeNe HH(OPMALIMOHHON CUCTEMBI;

- KOHTPOJIUPYET BBIOJIHEHUE aIMUHUCTPATOPOM UH(POPMALIMOHHOM CHCTEMBI 00513aHHOCTEN 110
obecriedeHUI0 (YHKIMOHUPOBAHMS CHCTEM 3alUThl MH(POpMAaNWU (HACTPOHKAa M COIPOBOXKACHHE
MOJICUCTEMBl YIPABJICHUS JOCTYIIOM MOJb30BATENsl K 3allMIIaeMblM HH(GOPMALMOHHBIM pecypcam
MH(OPMAIIMOHHOM CHCTEMBbI, aHTUBUPYCHAs 3alllUTa, Pe3€PBHOE KOMUPOBAHUE TAHHBIX U T.1.);

- KOHTPOJIMPYET TOPSIOK ydué€Ta M XpaHEHUs MAIIMHHBIX HOCHTENeH KOH(UIEHIMaTbHOM
UHpOpMaINY;

- y4acTByeT B paboTax MO BHECEHUIO M3MEHEHUH B allapaTHO-MPOrpaMMHYI0 KOH(PUTYpaIHIO
UH(POPMAITMOHHON CHCTEMBI;



- OIIPEAEIAET MOPSAOK U OCYHIECTBIISIET KOHTPOJIb PEMOHTA CPEICTB BEIYMCIUTEIILHON TEXHUKH,
BXOJSIIMX B COCTaB UH(POPMAIIMOHH OM CHCTEMBI,

- IPUHUMAET MEPBI 110 OIIEPATUBHOMY U3MEHEHUIO IIapOJIEH TP YBOJIIBHEHUY UJIU IIEPEMEILIEHUN
COTPYIHUKOB, UMEBIIUX JIOMYCK K HH(OPMAIIMOHHOHN cUCTEME;

- TpeOyeT yCTpaHEHHUS BBISBJICHHBIX HapyLUIEHUM W HEJOCTAaTKOB, JAaeT 00s3aTesIbHble IS
UCIOJHEHUS YKa3aHMsI [10 BOIIpOocaM 00ecedeH s MOI0KEHUH HHCTPYKUUHI TO0 3a11uTe HH(OpMaIiy;

- TpedyeT oT paOOTHHUKOB MPEICTABJICHUS MHUCHbMEHHBIX OOBSICHEHHUU MO (akTaM HapyIICHUS
pexxumMa KOH(UACHINATLHOCTH;

- B CJIy4ae BBISIBJICHUS MOMBITOK HECAHKIIMOHUPOBAHHOT'O 1OCTyNa K MH(POPMaLIUX UITH MOIBITOK
XMILEHUS, KOTIMPOBAHMSI, U3MEHEHUS, He3aMeIUTEeIbHO ITPUHUMAET MEphI MPEeCEeUeHUsI U TIOKIaIbIBaeT
pykoBoauTento Opranu3aiuu;

- 00 MMEIMXCA HEIOCTaTKaX M BBIABJICHHBIX HAPYUICHUSIX TpeOOBaHUN HOPMATHBHBIX U
PYKOBOSIINX TOKYMEHTOB I10 3311 Te HHPOPMAIUH, a TAK)KE B YCTAaHOBJIEHHBIE CPOKH IIOJT OTaBIMBAET
HEOOXOUMYIO OTYETHYIO JOKYMEHTAIIUIO O COCTOSIHMM Pa0oT 1O 3aIuTe HH()OPMAIIHH.

7.3. HecootBercTBUE NpUMEHseMbIX B OpraHusaluy Mep yCTaHOBJIEHHBIM TPEOOBAaHUSAM WIIU
HOpMaM 10 oOOecrmedyeHu0 WHGOPMAIMOHHONW O€30MacHOCTH W 3aluTe WH(OpMaIuu, SBISETCS
HapylIeHUEeM U BJIEUET AJMUHUCTPATHBHOE HAKa3aHHWE OTBETCTBEHHBIX JIMII B COOTBETCTBUU
C 3aKOHOJIAaTENbCTBOM POD.

VIII. 3akaounTebHbIE M0J0KEHHU.
8.1. IlonoxeHune BCTyMaeT B CUIIYy C MOMEHTA €r'0 YTBEP)KICHUSI.
8.2. Tlonoxenue sBisieTcs JOKaJdbHBIM akToM OpraHusanuu. BHeceHWe W3MEHEHHH U
nonosiHeHu# B [1oJio)keHre OCyIeCTBIISIETCS B MTOPSJIKE €ro MPUHSITHA.
8.3. Hacrosimee IlomokeHne MOXeT OBITh HM3MEHEHO (JIOMOJIHEHO) JIOKAJbHBIM aKTOM
Opranuzanui.



