NHOOPMAIIMOHHAS ITAMATKA
I[JIH OBYYAIOIINXCS IO HH®OPMAIIMOHHOM BE3OITACHOCTH

C Ka)KIbIM I'O10M MOJIOJIEKU B UHTEPHETE CTAHOBUTHCS OOJIbILIE, @ IKOJIBHUKU — OJIHU U3 CaMBIX
aKTMBHBIX IONb30Barenel Pynera. Mexay TemM, IOMHMMO OIPOMHOIO KOJMYECTBA BO3MOYKHOCTEH,
MHTEpHET HeCceT U NMpo0iieMbl. DTa namsTKa JOHKHA IOMOYb TeOe 6€3011acHO HaXOIUThCS B CETH.

KomnbroTrepHbie BUPYCHI

KoMmmbloTepHslii BUpYyC — 3TO pPa3HOBUIHOCTb KOMITBIOTEPHBIX MPOrpaMM, OTIUYUTEIHHOM
O0COOCHHOCTBIO KOTOPOW SIBJSIETCSI CIIOCOOHOCTh K Pa3MHOXKEHHIO. B JomosiHeHne K 3TOMy, BUPYCHI
MOTYT TOBPEOUTh WJIM TIOJHOCTBIO YHMYTOXHTH Bce (paillpl M JaHHBIE, TOAKOHTPOJIBEHBIC
M0JIb30BATENI0, OT UMEHH KOTOPOro Oblja 3amylieHa 3apaKeHHasi IporpaMMa, a Takke MOBPEIUTh WK
Jake€ YHUYTOXXHUTH OINEPAIIMOHHYIO CUCTEMY CO BceMH (ailimamMu B menoM. B GonbmiMHCTBE CitydaeB
pacpoCTPaHSIIOTCS BUPYChI Uepe3 HHTEPHET.

MeTtobl 3alIUTHL OT BPCOAOHOCHBIX ITPpOTpaMM:

1. MUcnionb3yit COBpeMEHHBIE ONEepallMOHHbIE CUCTEMbI, UMEIOIINE CePbE3HbII YPOBEHb 3aILUThI
OT BPEJIOHOCHBIX IIPOrpaMM;

2. TloctosHHO ycraHaBiauBail mnatyu (UUQPOBbIE 3aIUIATKH, KOTOPbIE ABTOMATHYECKU
YCTAHaBJIMBAIOTCS € LIENbI0 JOPaOOTKM HPOTrpaMMbl) W Jpyrue OOHOBIJIEHUS CBOEW ONEeparuOHHON
cucteMbl. CKkaunBaii MX TOJBKO ¢ opuIMaIbHOTrO caifta padpadorunka OC. Eciu cymecTByeT pexum
aBTOMAaTHUYECKOr0 OOHOBJICHHS, BKIIIOUYH €T0;

3. PaboTaii Ha cBOEM KOMIIBOTECPC 11O/ IIpaBaMH I10JIb30BAaTCIIA, @ HC aIMUHHUCTPATOpPA. 9T0 HE
ITO3BOJIUT 6OJII)IHI/IHCTBy BPCAOHOCHBIX TIIpOTrpaMM HWHCTAJIMPOBATHECA Ha TBOCM IICPCOHAJIBHOM
KOMIIBIOTEPC,

4. Viconb3yili aHTUBHPYCHBIE MPOTPAMMHBIE TMPOMYKTHl H3BECTHBIX MPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBIJIEHHEM 0a3;

5. Orpanuub PU3NYECKHUI TOCTYI K KOMIBIOTEPY /JIsl HOCTOPOHHUX JIMIL;
6. Vcnonp3yil BHeIIHME HOCUTENW MHGOpMAllMM, Takue Kak (idmika, IUCK WU ¢ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UICTOYHHUKOB;

7. He oTkpbIBaii KOMIBIOTEpHBIE (aiiiibl, MOJyYECHHbIE U3 HEHAJIEKHBIX UCTOYHUKOB. [laxke Te
(aiinbl, KOTOpbIE MPUCIIAT TBOW 3HaKOMBIH. Jlydllle yTouHM y HEro, OTIpaBJIsl U OH TeOe UX.

Ceru WI-FI

Wi-Fi — 310 He BUI miepeiaun JaHHBIX, HE TEXHOJIOTHs, a BCEero JIUIb OpeHs, Mapka. Emte B 1991
roJly HUJIepiaHJcKas KoMnaHus 3apeructpuponana 6pens "WECA", yto 0603Ha4ano cioBocodyeTaHue
"Wireless Fidelity", koTopsiii nepeBoauTcst Kak "GecrpoBOHAS TOYHOCTh'".

Jlo Halero BpeMeHu JoluIa Apyras ab0peBuaTypa, KOTopast sIBJISETCS] TAKON e TEXHOJIOTHUEH.
Oto ab0OpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha CTaHJApPT BBICIIEH 3BYKOBOM
texHuku Hi-Fi, yTo B nmepeBojie 03HauaeT "BbICOKasi TOYHOCTH .

Jla, OecruiaTHBIA WHTEPHET-IOCTYH B Kade, OTeISIX M a’poroprax SBISETCS OTIHYHOM
BO3MOXKHOCTBIO BBIXO/Ia B UHTEepHET. HO MHOTHE SKCIIepThl CUUTAIOT, 4TO obmienoctynHbie Wi-Fi cetn
HE SIBJITIOTCST O€30TIaCHBIMH.

CoBeTbl 10 O€30MaCHOCTH pabOThI B 00IIEIOCTYIHBIX ceTsax Wi-Fi:

1. He mepenasaii cBoro nuunyro nHpopManuoo depes odmenoctynubie Wi-Fi cetu. Paboras B
HUX, KeJlaTeJIbHO He BBOJUTH MAPOJIU JOCTYIIA, JIOTHHBI M KaKue-TO HOMepa;

2. Ucnonb3yih u OOHOBISII aHTUBHPYCHBIE MpOrpaMMbl U OpaHaMaydsp. TeM cambIM ThI
obe3omacuiib ce0s OT 3aKa4YKu BUPYyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkimoun ¢pyakumro "OO6mmit noctym k daitnam u mpuHTEpam".

JanHas yHKUHMS 3aKpbITa [0 YMOJIYAHHIO, OJTHAKO HEKOTOpbIE MOJb30BATEIH AKTUBUPYIOT €€ JJIs
y100CTBa UCIIOIH30BaHMsI B paboTe WiH y4eoe;



4. He ucnonp3yit nmyonuunbii Wi-Fi 1 mepegadu JTHYHBIX JaHHBIX, HAIPUMEP IS BBIXOa
B COIIMATIbHBIE CETU WJIM B AJIEKTPOHHYIO MOYTY;

5. Ucnonb3y#t Tonpko 3amnumenHoe coeaunenue uepe3 HTTPS, a ue HTTP, T.e. mpu Habope
BeO-aapeca BBoau umeHHo "https://™;

6. B MmoOomipHOM Tesnedone otkmoun ¢pyHkuuio "Iloakmouenne k Wi-Fi aBromatudecku". He
JIOITyCKai aBTOMaTHYECKOTO MOJIKIIOYEHHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacus.

CoumnajnHble ceTH

COHI/IaJ'IBHI)IG CCTHU AKTHBHO BXOJAT B HAIly XW3Hb, MHOI'UMC JIIOOH pa60Ta10T U XXUBYT TaM
IIOCTOSAHHO. HO, OOJIBIIMHCTBO II0JIb30BAaTEIECH HE IIOHMMArT, 4YTO I/IH(l)OpMaLII/IH, pasMEIICHHAas: MU
B COMaJIbHBIX CCTAX, MOXKET OBITH HaliJieHa M HCIIOJIb30BaHa KEM YroaHo, B TOM 4YHCJIC HE0O0s3aTEILHO
¢ OJarumu HaMCPECHUSAMU.

OCHOBHBIE COBETHI IO 0€30MaCHOCTH B COLMaJIbHBIX CCTAX:

1. Orpannyp cucok Apy3eil. Y 1e0s B Ipy3bsAX HE JOJDKHO ObITh CIy4alHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3amumiaii CBOIO YacTHYIO KM3Hb. He ykaspiBail maponu, TenedoHbl, aapeca, JaTy TBOETO
POXKIEHUS M JPYryl0 JHMYHYHO HHGPOpMalMio0. 3JI0YyMBIIUIEHHUKH MOTYT MCIOJb30BaTh Jaxe
MH(}OpPMALIMIO O TOM, KaK Thl U TBOU POJUTEIIN IUIAHUPYETE IPOBECTH KAaHUKYJIbI;

3. 3amuiiai CBOO pemyTaluio — JIEpKH €€ B YUCTOTE W 3a/iaBail cebe BOMpOC: XOTe OBl ThI,
4TOOBI JIpyrHe TMOJb30BATEIM BHIEIU, 4YTO Thl 3arpyxaemb? [logymaii, mpexae 4YeM 4YTO-TO
OITyOJIMKOBATh, HAKCATh U 3arPy3UTh;

4. Ecnay Thl TOBOPUILB C JIHOJbMHU, KOTOPBIX HE 3HAEIllb, HE UCIOJB3YHl CBOE pealbHOE UMS U
JPYTyIo JUYHYI0 HH(OPMALIMIO: UM, MECTO KHUTEIbCTBA, MECTO y4eObl U IIpoUee;

5. N36eraii pasmemienus Gortorpaduiit B UHTEpHETE, T/Ie THI M300paKEH Ha MECTHOCTH, TIO
KOTOPOW MOHO OIIPENEIIUTh TBOE MECTONOJIOKECHUE;

6. [Ipu perucrpanuu B COLMAIBHOW CETH HEOOXOAUMO HCIIOJIB30BATh CIIOXKHBIC IApPOJIH,
cocrosue u3 OyKB ¥ QP U C KOTUIECTBOM 3HAKOB HE MEHee §;

7. JIns conpanbHOM CeTH, MOYThl U APYTHX CAaTOB HEOOXOMMO HCIIOJIb30BaTh pa3Hble MapoJIu.
Torpa ecnu T€0s B370MaIOT, TO 3JIOYMBIIIJIEHHUKY MOJIY4aT JOCTYI TOJIBKO K OJHOMY MECTY, a HE BO
BCE Cpasy.

JIeKTPOHHBIE JeHbI U

QHGKTpOHHHe JCHBI'H — 3TO OYCHb y,Z[O6HI>II>’I CII0c00 HJ'IaTe)KefI, OHAKO CYHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT INOJYUUTH 3THU ACHBI'U.

QHGKTPOHHI)IG JCHbI'M ITIOABHUJIIMCH COBCEM HCAABHO MW HWMCHHO H3-3a OTOro0 BO MHOTHX
rocyaapCTBax A0 CHUX IOP HE MPOIMHUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM ()yHKIMOHHMPYIOT M O HUX YK€ IPOMHMCAHO B 3aKOHE, IJIe UX pa3essioT Ha
HECKOJIBKO BUJIOB — AaHOHUMHBIE U HE aHOHUMHBIE. PazHunia B TOM, 4TO aHOHUMHBIE — 3TO T€, B KOTOPBIX
paspenaercsi MpPOBOJUTH OINepaluu 0e3 HIACHTU(UKAUMK TOJb30BaTeNsd, a B HE AHOHUMHBIX
UACHTU(DUKAIHS TT0IH30BATENS ABISETCS 00s13aTEIbHOM.

Taxxe cieyer pa3nuyarh JIEKTPOHHbIE (DUAaTHBIE IEHBIU (PaBHBI TOCYAAPCTBEHHBIM BAIIOTaM)
U 3JICKTPOHHBIE He(HUATHBIE ACHBI'H (HE PaBHBI TOCY1apCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI M0 0€30MacHOM paboTe ¢ IEKTPOHHBIMH JICHbIaMHU:

1. IlpuBsku K cueTy MOOWIBHBIA TesnedoH. DTO camblii yaOOHBIH M OBICTPBIA CrOCOO
BOCCTAHOBHUTH JIOCTYI K cueTy. [IpuBsi3aHHbIl TenedOoH MOMOXKET, €Ciii 3a0y/Ielb CBOM TUIATEKHBII
NapoJib WU 3aiEIIb Ha CAUT C HE3HAKOMOT'0 YCTPOICTBA;

2. Vcnone3yit ogHopa3oBbie mapoinu. [Tocie mepexona Ha yCHIICHHYIO aBTOPU3ALIUIO TeOe yxe
He OyJeT yrpoXkarh ONAaCHOCTh KPaXKH WM NepexBara IIaTeKHOr0 NapoJls;

3. Boeibepu cnoxsblli mapods. [IpectymHukam OyaeT HENpPOCTO yrajaaTh CJIOKHBIA TapoIib.
HanesxHble maposu — 3T0 mapoiiu, KOTOPBIE COAepKAT HE MEeHee § 3HAKOB U BKITFOYAIOT B ce0s1 CTPOYHBIC



W TPONUCHbIE OYKBBI, IM(GPHI ¥ HECKOJBKO CHMBOJIOB, TakKWe KakK 3HaK Joiuiapa, (QyHTa,
BOCKJIMIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSIEILIb.

DJIeKTPOHHAS MOYTA

DNeKTpOHHas MoYTa — 3TO TEXHOJOTUS U NPEAOCTaBISIEMbIE €H0 YCIYTM IO NEPECBUIKE U
MOJIYYEHUIO JIEKTPOHHBIX COOOILEHUH, KOTOPbhIE PACIPEAESIOTCS B KOMIbIOTEpHOH ceTu. OOBIYHO
AIIEKTPOHHBIN MOYTOBBIM SIMIMK BBINVIIUT CICAYIOMIMM 00pa3oM: UM IOJIb30BATEIS(@UMS_JTOMEHA.
Taxxe kpoMme nepegadn IPOCTOro TeKCTa, MMEEeTCs BO3MOKHOCTh NIepeaBaTh (ailiibl.

OcHOBHBIE COBETHI 110 06€301acHOI paboTe ¢ AMEKTPOHHON TTOUYTOM:

1. Hago BBIOpaTh NpaBUIIBHBINA MOYTOBBIM CEepBUC. B HMHTEpHETE €cTh OTPOMHBIA BBIOOD
OecIUTaTHBIX IOYTOBBIX CEPBHMCOB, OJHAKO JIydlle JOBEpATh TEM, KOrO 3Haellb M KTO IEPBBIN
B PEUTHUHIE;

2. He yxaspBaii B JIMYHON mouTe JWYHYIO HHpOpManuio. Hampumep, iydmie BbIOpaTh
"My3biKanbHbIN _(panat@" wium "pok2013" Bmecto "témal3";

3. Wcnonb3yil NBYXATAIHYKO aBTOPU3ALUIO. DTO KOTJa MOMHMO MapoJisi HY>)KHO BBOIMTH KOJI,
pHUCbUTaeMbIi 1o SMS;

4. BeiOepu CIIOKHBIN TTaposib. J{JIs KaK0ro MOYTOBOTO SITUKA JTOJKEH OBITH CBOM HAC)KHBIMH,
YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOXKHOCTh HamucaThb CaMOMYy CBOM JIMYHBIA BOMNPOC, HCIOJB3YH ITY
BO3MOXKHOCTE;

6. Mcronb3yii HECKOJIBKO MOYTOBBIX ALIUKOB. [1epBblil 1Sl 4aCTHOM NEPENUCKU C aipecaTaMu,
KOTOpPBIM Thl JOBEpsACLIb. DTO JJIEKTPOHHBIM agpec HE Hal0 MCIOJIb30BaTh IPU PEruCTpalMy Ha
dopymax u caiirax;

7. He oTkpbiBail ¢aiiibsl U Ipyrue BIOKEHHUS B MHUChbMaX, JaK€ €CJIM OHHM MPHIILIA OT TBOMX
npy3ei. Jlydie yTouHU y HUX, OTHPABIISIIN JTU OHU TeOe 3TH (aiiibl;

8. Ilocne okoH4yaHUs pabOTHl Ha MOYTOBOM CEPBHCE NEpes 3aKPbITHEM BKJIAJIKH C CaliTOM He
3a0ynb HaxaTh Ha "Beritu".

Ku6epOy/uiuHT W1 BUPTYaJbHOE U31€BATEIbCTBO

KubepOynauHr — mpecienoBaHre COOOIIEHUSIMH, COJIEPKAIUMH OCKOPOJIEHHUSI, arpecculo,
3alyTMBaHue; XYIWTAaHCTBO; COIHAIIbHOE OOWKOTHMPOBAaHUE C TIOMOIIBIO PAa3IUYHBIX HHTEPHET-
CEpBHUCOB.

OcHoBHBbIE COBETHI 110 00pbOE ¢ KNOEPOYIIMHIOM:

1. He Gpocaiics B 6oi. Jlyummii crmoco0: OCOBETOBATHCS Kak ceOsi BECTH U, €CIIM HET TOro,
K KOMy MOXHO OOpaTHThCs, TO HYXHO BHauaje YCIOKOUThCH. Eciu Thl HayHENIb OTBEYATh
OCKOPOJICHUSIMU Ha OCKOPOJICHUSI, TO TOJILKO eIie OOJIbIIe pa30XiKellb KOH(IUKT;

2. Ypasnsii cBoeil kubeppernyTaiuei;

3. AHOHMMHOCTB B CETH MHUMas. CyH_[eCTBYIOT CIIOCOOBI BBIAICHHUTBH, KTO CTOUT 3a aHOHUMHBIM
AKKAaYHTOM;

4. He crouT BeCTH XYJIUTaHCKUNA 00pa3 BUPTYyaJbHOW kHU3HU. IHTEpHET PUKCUpPYET BCe TBOU
JNENCTBUS U COXpaHAeT UX. Y alUTh UX OyJeT KpailHe 3aTpyIHUTENbHO;

5. Cobnronait CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

6. UrHopupyil eauHuuHblii HeraTuB. OAHOpa30BbIE OCKOPOUTENbHBIE COOOILICHUS JIydlle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayalbHOW CTa UM,

7. Ban arpeccopy. B mporpamMmMax oOMeHa MTHOBEHHBIMU COOOIICHHUSIMH, B COLIUATBHBIX CETSIX
€CTh BO3MOKHOCTb OJIOKHUPOBKH OTIIPaBKU COOOILEHUH C OMpPEeIeICHHBIX apecoB;

8. Ecnu ThI cBUAETENH KNOSPOYIUIMHTA, TO TBOU AEMCTBUSI: BRICTYIIUTH IPOTUB IIPECie10BaTeNs,
[I0Ka3aThb €My, YTO €ro JAEWCTBUS OLIEHUBAIOTCS HEraTHBHO, MOJIJEPKATh XKEPTBY, KOTOPOH HY)KHA



IICUXOJIOTNYECCKas IOMOIIIb, COO6I_HI/ITB B3POCJIBIM O Q)aKTe arpe€CCUMBHOTO IMOBEACHHUA B CCTH.

MooOnabHblii Teedon

CoBpemeHHbBIE CMapT(HOHBI U IJIAHIIETHI COJEPKAT B ceOe BIOJIHE CEPhE3HBIN (YHKIMOHAM, U
TEeTepb OHU MOTYT KOHKYPHPOBATh CO CTAl[HOHAPHBIMU KOMIbIOTepaMu. OIHAKO, CPEJCTB 3AIIUTHI IS
NOJO0HBIX YCTPOMCTB MOKa OYeHb Majio. TecTHpoBaHUE U MOUCK YSI3BUMOCTEH B HUX MPOUCXOIUT HE
TaK MHTeHCUBHO, Kak jus [1K, To e camoe kacaeTcst 1 MOOMIBHBIX MPHUII0KEHHH.

CoBpeMeHHbIC MOOUIIbHBIC Opay3ephl YK MPAKTHYECKH JOTHAIN HACTOJIbHBIC aHATIOTH, OJTHAKO
pacmuperne GpyHKIIMOHANIA BICUET 33 COO0M OOJBIIYIO CI0XKHOCTh U MEHBIIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMUTEIN BBITYCKAIOT OOHOBJIEHHS, 3aKpPbIBAIOLINE KPUTHYECKHE
YSA3BUMOCTH JJIsI CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIBHOTO TesieoHa:

1. Huuero He sBIsETCS MO-HACTOsAIIEMY OecraTHbIM. Byns ocTOpokeH, Belb Korma tede
npeiaraT OecIiaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIaTHBIE YCIIYTH;

2. ymaii, mpexae ueM otnpaButb SMS, poto unm Bugeo. Tol TOUHO 3Haeb, I7ie OHU OyayT B
KOHEYHOM HUTOTE?

3. Heo6xommmMo 0OHOBIISTH ONIEPAIIHOHHYIO CHCTEMY TBOETO CMapT(OHa;
4. Vicionb3yit aHTUBUPYCHBIE IPOTPAMMBI JIJIsI MOOMITBHBIX TEJIe(hOHOB;

5. He 3arpyxkail npuiaokeHHsi OT HEU3BECTHOTO HMCTOYHHKA, BEIb OHHU MOTYT COACPIKATh
BPEIOHOCHOE MPOrpaMMHOe 00eCrieYeHUE;

6. ITocie TOro Kak Thl BBIHJIEIIB C CaliTa, TIe BBOAWII JHYHYIO HH(POPMAIIUIO, 3211 B HACTPOMKH
Opaysepa u yaanu COOKIes;

7. Ilepuoanuecku npoBepsii, KaKUe IUIATHBIE YCIIYTU aKTUBUPOBAHbI HA TBOEM HOMEpE;

8. JlaBaii cBoil HOMep MOOWMJIBHOTO Tene(OHa TOJBKO JIFOJISM, KOTOPBIX ThI 3HACIIb H KOMY
JIOBEpsICLIb;

9. Bluetooth nomkeHn OBITH BBIKJIIOYEH, KOTJa Thl UM HE MoJb3yelibcs. He 3a0biBail mHOTAA
IPOBEPSATH 3TO.

Omnu1aitH-uTrpbI

COBpeMeHHI)Ie OHHaﬁH-HFpBI — 9TO KpaCOYHBIC, 3aXBATBIBAIOIIEC PA3BJICYCHMA, O6’I)€I[I/IH$II-OHII/I€
COTHH ThICAY YCIIOBEK I10 BCEMY MUDY. I/IFpOKI/I HCCIICAYIOT I[aHHLIP'I UM MUD, O6H_IaIOTCH ApYyr € Apyrom,
BBITIOJHAIOT 3aJaHusd, CPaXarOTCd ¢ MOHCTPAMH W IIOJYYarOT OIIBIT. 3a YAOBOJBCTBUC OHU IIJIATAT:
MOKYIIAKOT AUCK, OINIAYHMBAIOT a0OHEMEHT WJIN an/I06peTa}0T KaKuec-TO OIIIIHWH.

Bce 1u cpeactBa uayT Ha mojep)KaHUE U pa3BUTHE UIPHI, a TaKkKe Ha caMy 0€30MacHOCTb:
COBEpUICHCTBYIOTCS CHUCTEMBI aBTOPU3AIIMH, BBIITYCKAIOTCSI HOBbIE MaTyd (UM(pOBBIEC 3arjiaTKu AJs
pOTpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTOUT OIIaCaTbCAd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPAaXU TBOCTO
mapoJisi, Ha KOTOpOM OCHOBAaHAa CUCTEMA aBTOpHU3allUU OOJIBLITMHCTBA urp.

OCHOBHBIE COBETHI IO O€30IaCHOCTH TBOETO HUI'pOBOI'0 aKKayHTa:

1. Ecau apyroit urpok Bedet cels IMI0X0 WK cOo37aeT Te0e HENMPHUSITHOCTH, 3a0JIOKUPYH ero
B CITMCKE UTPOKOB;

2. HOX(&HYﬁCH AIMUHHUCTpATOpaM HUIPbI Ha IJIOXOC IMOBCACHUC 3TOTO HUI'POKaA, KEJIATCIBbHO
MMPUTOXKUTH KaKHUE-TO JOKA3aTCIIbCTBA B BUAC CKPUHOB;

3. He ykaspiBaii muuHyto uHGopMaiuio B mpodaiiie urpsl;
4. YBaxail Ipyrux y4acTHHUKOB I10 UTPE;

5. He ycranaBnuBaii HeouMaabHbIE TATYH U MOJIBI;

6. Mcnonb3yii coKHBIE U pa3HbIE MAPOJIH;



7. Jlaxke BO BpeMsi UTPbI HE CTOUT OTKJIIOYATh aHTUBUPYC. [1oka Thl Urpaeib, TBOM KOMIBIOTED
MOT'YT 3apa3uTh.

OUIIMHT WIH KPajKa JUYHBIX JAHHBIX

OObBIYHON KpaXkell JeHer W JOKYMEHTOB CETOJIHSI YK€ HUKOTO HE YAWBHINb, HO C Pa3BUTHEM
UHTEPHET-TEXHOJIOTHIA 3JI0YMBIIIJICHHUKHA MEPEMECTUINCh B UHTEPHET, M MPOJODKAIOT 3aHUMATHCS
"MFOOUMBIM" IEJIOM.

Tax mosiBUIach HOBAsI yrpo3a: HHTEPHET-MOIICHHIHYECTBA U (DUIITMHT, TJIaBHAS I[EJIb KOTOPOTO
COCTOUT B TOJYYCHHWU KOH(MUACHIMAIBHBIX JaHHBIX II0JIb30BaTeNei — JIOTMHOB W maposed. Ha
AHTJIMICKOM si3bIKe phishing unTaercs kak ¢pumuHr (0T fishing — peiOHast 10Bs, password — mapoJs).

OcHOBHBIE COBETHI IO O0PBLOE ¢ PUITHHTOM:

1. Crnenqu 3a cBOMM aKKayHTOM. Eciu ThI MO03peBaciib, 4TO TBOSI aHKeTa ObLila B3JIOMaHa, TO
HEOOX0MMO 3a0JIOKUPOBATh €€ U COOOLIMTH aIMHUHUCTPATOPaM pecypca 00 TOM KaK MOXKHO CKOpee;

2. Vctionb3yii 6e30macHbIe BeO-CalThI, B TOM YHCIIE, THTCPHET-MAara3nHOB U MIOMCKOBBIX CUCTEM;

3. Ucnonb3yii cioxHBIE W pasHble Mapoiu. Takum oOpa3oM, eciu TeOs B3JIIOMAIOT, TO
37IOYMBIIUICHHUKH MOTYyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQIIIIO B CETH, a HE KO BCEM;

4. Ecin Tebs B3JIOMalIH, TO HeO6XO,I[I/IMO npeaynpeauTb BCEX CBOUX 3HAKOMBIX, KOTOPBIC

no0aBieHBl y T€OS B JPY3bsiX, O TOM, 4TO TeOs B3JIOMalM W, BO3MOXHO, OT TBOErO WMEHHU OyaeT
pacchuIaThCs CIlaM M CCHUIKU Ha (PUILIMHTOBHIE CAlTHI,

5. YcranoBu HaaexHbi napois (PIN) Ha MoOuIbHBIH TenedoH;
6. OTKIIIOYM COXpaHEHUE Mapois B Opaysepe;

7. He otkpeiBail (aiiabpl U Apyrue BIOKEHHUS B MUChMAaX, JaXX€ €CIM OHU MPUILIH OT TBOMX
npy3eil. Jlydiie yTouyHu y HUX, OTIPABIISUIN JIM OHU Te€Oe 3TH (ailiibl.

Hudposas penyranus

Hudposas pemyranmuss — 3TO HEraTHBHas WM IMO3UTUBHAs HHQOpMaIUs B ceTH O Tebe.
Komnpomerupyromass uHOpmMaius, pa3MelleHHas B HWHTEPHETE, MOXKET CEphe3HbIM 00pazom
OTPAa3UThCS HA TBOEH PEAIbHON KU3HH.

"Hudposas penyrauus" — 3TO TBOH UMUIK, KOTOpBIH popmupyercst u3 nHpopmanuu o tede
B UHTEPHETE.

TBoe mecTo KUTCIILCTBA, y‘Ie6BI, TBOC (I)I/IHaHCOBOG ITOJIOKCHHUC, 0COOEHHOCTH XapaKkTepa U
paccKasbl O OJIM3KUX — BCE TO HAKAIJIMBAETCS B CETH.

MHorue mnOJIpPOCTKH JIETKOMBICIIEHHO OTHOCITCS K MyOJIMKaluuu JHMYHOM HHQOpMaIUu
B MHTEPHETE, HE IMIOHMMAasi BO3MOXKHBIX MOCIENCTBUM. Thl gake HE CMOJXKEIIb 0ragaTbCsl O TOM, YTO
dortorpadus, pasmelieHHas 5 JeT Ha3all, cTajla IPUYUHON 0TKa3a MPUHATH TeOsl Ha padoTy.

KommenTapuu, pa3menienue TBoux gpororpaduit u Ipyrue AecTBHs MOTYT HE HCUE3HYThH Jaxke
1ocje TOro, Kak Thl MX yJanuiib. Thl HE 3HaelIb, KTO COXPAaHWI 3Ty HHPOPMAILIKIO, IToNaa I OHa B
MOMCKOBBIE CHCTEMBI U COXPAHMUJIACh JIM OHA, a TJIABHOE: YTO MOAYMAlOT O TeOe OKpYyKarolllue JIIOIH,
KOTOpbIe HallAyT W yBUAAT 3T0. HailTu mHpOpMaLUI0 MHOTO JIET CHYCTS CMOXKET JH000H — Kak U3
TOOPBIX MOOYXKIECHUN, TaK M C HAMEPEHUEM ITPUYUHUTE Bpell. ITO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIUTE HU(POBON PEIyTaALUH:

1. [Toxymaii, ipeskie YeM 4TO-TO MyOJUKOBATh U MepeaBaTh y ce0s B 0J10Te WIIM B COIUATBLHOM
CETH;

2. B mactpoiikax mpouist yCTaHOBH OTpaHMYEHHS Ha NMPOCMOTP TBOETO MPOQMIS U €ro
COJIEPKUMOTO, C/IeJIald €ro TONBKO "I Apy3en'";

3. He pa3memniaif u He yKa3biBail MHPOpMAIIUIO, KOTOPasi MOXKET KOro-JIMO0 OCKOPOJIATHh WIIH
00MXKaTh.

ABTOpCKOE NpaBo



CoBpeMeHHBIE MIKOJFHUKA — aKTUBHBIC TOJH30BATENH IUPPOBOro mpocrtpaHcTBa. OmHAKO
JIaIeK0 HE BCE 3HAIOT, YTO IOJb30BAaHHE MHOTHMH BO3MOXKHOCTSIMH IU(PPOBOro Mupa Tpeldyer
cOOJTIOICHHSI TIPAB HA MHTEIJICKTYAIBHYIO COOCTBEHHOCTb.

Tepmun "WHTEIIEKTyajdbHas COOCTBEHHOCTh' OTHOCHUTCS K Pa3IMYHBIM  TBOPCHHUSIM
YeJIOBEYEeCKOr0 yMa, HAUMHAS C HOBBIX M300pPETEHUN M 3HAKOB, 00O3HAYAIONINX COOCTBEHHOCTH HA
OPOAYKTHl U YCIyTd, U 3aKaHuuMBasg KHUTamH, (ortorpadusimu, KMHOGUIBMAMH U MY3bIKaJbHBIMU
MIPOU3BEICHUSMH.

ABTOpCKHE TpaBa — 3TO MPaBa Ha HHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JUTEpaTypbl M MCKyCcCTBA. ABTOpCKHE TIpaBa BBICTYNAIOT B KayeCTBE TapaHTUU TOrO, UTO
MHTEJJICKTYaJbHBII/TBOPUECKUI TPYyJ aBTOpa He OyIeT HampacHbIM, JacT €My CIpaBeJIMBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pPe3yJibTaTax CBOErO TPY/a, MOIYYUTh U3BECTHOCTH U Mpu3HaHue. HUuKTo
0e3 pazpelieHus] aBTopa HE MOXET BOCIIPOU3BOJUTH €ro MPOU3BEACHUE, PACTIPOCTPAHSATH, YOIUYHO
JEMOHCTPUPOBAaTh, IpPOJAaBaTh, HMMIOPTHUPOBAaTh, IyCKaThb B IPOKAT, IYOJUYHO UCIOJIHSATH,
MOKAa3bIBaTh/UCIIONHATH B 3pupe miu pazmemiars B uTepHere.

Hcnonb3oBanue "MUpaTCKOro" MpOrpaMMHOrO 00ecHeueHUs MOXKET HPHUBECTH K MHOTMM
pHUCKaM: OT MOTEPH JTaHHBIX K TBOMM aKKayHTaM J0 OJJOKHPOBKH TBOETO YCTPOWCTBA, I/Ie yCTAaHOBJICHA
HelerajabHas nporpamma. He ctouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JierajbHble M OecCIUIaTHbIE
IIPOrpaMMbl, KOTOPbIE MOXKHO HAWTH B CETH.
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